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SECURITY ISSUE

UNDER ATTACK

© Attacker manipulates
the true robot status
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SAFETY ISSUE

UNDER ATTACK

© Attacker manipulates
the true robot status

© Operator is at risk
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Where are they usec?
How do they work?

What are the risks?



Vg
-
LD
O
L
—
I
oc
-
2.
>
Q
=

Qo
2
wo
-
==

Copyright © 2018 Trend Micro Incorporated. All rights reserved.

17



18

Copyright © 2018 Trend Micro Incorporated. All rights reserved.

MOBILE HOISTS

T

-2
om
22

o



-'::a-;\-wr—-q -

CONCRETE PUMPS

19 Copyright © 2018 Trend Micro Incorporated. All rights reserved.



20

Copyright © 2018 Trend Micro Incorporated. All rights reserved.

AGRICULTURE

==
-A
om
2 Z
Slw)



21

Copyright © 2018 Trend Micro Incorporated. All rights reserved.

LOGISTICS

==
-2
om
22

o



22

FORESTRY

Copyright © 2018 Trend Micro Incorporated. All rights reserved.




23

Copyright © 2018 Trend Micro Incorporated. All rights reserved.

DRILLING OPERATIONS

==
-
om
22

o



24

INDUSTRIAL AUTOMATION

ALY \\\\\\\\\\\\\

Copyright © 2018 Trend Micro Incorporated. All rights reserved.

==
-A
om
2 Z
Slw)



25

Copyright © 2018 Trend Micro Incorporated. All rights reserved.

MATERIAL MINING

=—
-A
om
2 Z

o



26

TR

Copyright © 2018 Trend Micro Incorporated. All rights reserved.

==
-2
om
22

o






WORLDWIDE
distribution

$1-20 MILLION

~annual revenue




Where are they used?
How do they worl?

What are the risks?
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SAFETY FEATURE

Pairing Mechanism
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SAFETY FEATURE PREVENTS

Pairing Mechanism Interferences

Passcode Protection Unauthorized use
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Safety against errors

Security against active attackers
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Where are they used?
How do they work?

What are the risks?
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Are attacks ?
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Type Approval Certificate

This is to certify that the undemoted product(s) has/have been tested in accordance with
the relevant requirements of the GL Type Approval System.

Certficate M

Company

Product Des{
Type
Enwomn;]
Technical

Range of Ap

Power Supply 12-24VDC 48-230VAC:
433 MHz: Rx MN 2+7 relay, Rx MD 2+17 relay, Rx MD 2+12 relay,
Rx MN low cabinet, Rx MN Analog output w high cabinet
915 MHz: Rx MN 2+7 relay, Rx MD 2+17 relay, Rx MD 2+12 relay,
Rx MN CANopen!w low cabinet, Rx MN Analog output w high cabinet
2400 MHz: Rx MN 2+7 relay, Rx MD 2+17 relay, Rx MD 2+12 relay,
Rx MN CANopen w low cabinet, Rx MN Analog output w high cabinet

| 433 MHz: Rx MX 2+2+12 relay, Rx MX 2+2+12 relay ANYBUS, Rx MX 2+2+28 relay |
er Supply: 48-230VAC:

433MHz: Rx MQ 2+7 relay w 10 pin connector
Power Supply: 12/24VDC, 24VAC:
433MHz: Rx MQ 2+7 relay w 10 pin connector

433MHz: Rx MQ 2+7 relay w 10 pin connector
Power Supply: 12/24VDC, 24VAC:
433MHz: Rx MQ 2+7 rolay w 10 pin connector

=—
-A
om
2 Z
O



ATTACK CLASS Vendors Difficulty | Resources
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Very hard
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ATTACK CLASS VULNERABILITY PATTERN
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ATTACK CLASS

5: Malicious Re-programming
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System integration and deployment
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