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CYBERCRIME RESEARCH

“Taking down a key service 
critical to the entire cyber 
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TECHNOLOGY RESEARCH

“Risks and threats of 
upcoming or trendy 
technology”
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TECHNOLOGY RESEARCH
“Risks and threats of 
widely used technology”

Paper release: coming soon!
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WORLDWIDE
distribution

$1-20 MILLION
annual revenue

Source : Trend Micro Research



29 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

Where are they used?

How do they work?

What are the risks?
Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



30 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

TRANSMITTER



31 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

TRANSMITTER



32 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

RECEIVER TRANSMITTER



33 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

RECEIVER

Motor 
Drive 



34 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 
FACTORY

RECEIVER



Copyright © 2018 Trend Micro Incorporated. All rights reserved. 35

 ���	��
  ����
������	�




36 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

Pairing Mechanism

SAFETY FEATURE PREVENTS

Interferences



37 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

Pairing Mechanism

SAFETY FEATURE PREVENTS

Interferences

Passcode Protection Unauthorized use

Passcode:����

Authorization



38 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

Pairing Mechanism

SAFETY FEATURE PREVENTS

Interferences

Passcode Protection Unauthorized use
Authorization

Passcode:����

Virtual Fencing Out-of-range operation
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Are replay attacks easy?

They should not!
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EXPENSIVE?
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