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CYBERCRIME RESEARCH
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cybercrime underground”
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CYBERCRIME RESEARCH

“Taking down a key service 
critical to the entire cyber 
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TECHNOLOGY RESEARCH

“Risks and threats of 
upcoming or trendy 
technology”
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TECHNOLOGY RESEARCH
“Risks and threats of 
widely used technology”

Paper release: coming soon!
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WORLDWIDE
distribution

$1-20 MILLION
annual revenue

Source : Trend Micro Research
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Pairing Mechanism

SAFETY FEATURE PREVENTS

Interferences

Passcode Protection Unauthorized use
Authorization

Passcode:����

Virtual Fencing Out-of-range operation
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Are replay attacks easy?

They should not!
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60 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

�  ��%�	�
�	�
Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



61 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

$299$480

�	�� 
����������
 ��	�
Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



62 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

$99

� �	�� �
	���������
Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



63 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

$299$480

��	��� ������
$99

Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



64 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



65 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

Difficulty ResourcesVendors

All tested $$$$

ATTACK CLASS



66 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

Clever attackers

Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



67 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

001011101

101010101010101010101010 1001001100001011 101000111011110 00001101 10100010 11110101…



68 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

101010101010101010101010 1001001100001011 101000111011110 00001101 10100010 11110101…

PREAMBLE SYNC LEN ADDR DATA CRC-16

	�� ���� � �����	
��������



69 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

� �� � �

� �� � �

OK NOT OK

ATTACK FAILED

����	�
���
�������

 ����
 ������

����	�
���
������� ������



70 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

� �� � � ����	�
���
���� ���� ������

REVERSE
ENGINEERING



71 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

� �� � � ����	�
���
���� ���� ������

� �� � � ����	�
����
���� ���� ������

OK OK

REVERSE
ENGINEERING

ATTACK SUCCEEDED



72 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

Difficulty ResourcesVendors

All tested $$$$

All tested $$$$

ATTACK CLASS



73 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

3: E-Stop Abuse

Difficulty ResourcesVendors

All tested $$$$

All tested $$$$

All tested $$$$

���

������

������

������

ATTACK CLASS



74 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

3: E-Stop Abuse

4: Malicious
Re-pairing

Difficulty ResourcesVendors

All tested $$$$

All tested $$$$

All tested

Some of 
tested

$$$$

$$$$

���

������

������

������

ATTACK CLASS



75 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

Short-range attackers

Internet attackers

vs

Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



76 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

Short-range attackers

Internet attackers

vs�
Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



77 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



78 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



79 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

300m



80 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

TARGET

REMOTE
ATTACKER

LOCAL BRIDGE



81 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

$299$480

�
�������	� �		��	
$99 $40

Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



82 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



83 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



84 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

Short-range attackers

Internet attackers

vs

�
Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



85 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



86 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



87 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



88 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



89 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

3: E-Stop Abuse

4: Malicious Re-pairing

Difficulty ResourcesVendors

All tested $$$$

All tested $$$$

All tested

Some of 
tested

$$$$

$$$$

���

������

������

������

ATTACK CLASS

5: Malicious
Re-programming All tested $$$$



Copyright © 2018 Trend Micro Incorporated. All rights reserved. 90

 �����������������������
����
�	



91 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

3: E-Stop Abuse

4: Malicious Re-pairing

���

������

������

������

ATTACK CLASS

5: Malicious Re-programming

Patch
development

No rolling-code 
mechanism

VULNERABILITY PATTERN



92 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

3: E-Stop Abuse

4: Malicious Re-pairing

���

������

������

������

ATTACK CLASS

5: Malicious Re-programming

VULNERABILITY PATTERN

Development Deployment

Easy

Very hard

No rolling-code 
mechanism



93 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

3: E-Stop Abuse

4: Malicious Re-pairing

���

������

������

������

ATTACK CLASS

5: Malicious Re-programming

Weak or no 
cryptography

VULNERABILITY PATTERN



94 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

3: E-Stop Abuse

4: Malicious Re-pairing

���

������

������

������

ATTACK CLASS

5: Malicious Re-programming

Weak or no 
cryptography

VULNERABILITY PATTERN

Development Deployment

Easy

Very hard



95 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

3: E-Stop Abuse

4: Malicious Re-pairing

���

������

������

������

ATTACK CLASS

5: Malicious Re-programming

Lack of software 
protection

VULNERABILITY PATTERN



96 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

1: Replay Attack

2: Command Injection

3: E-Stop Abuse

4: Malicious Re-pairing

���

������

������

������

ATTACK CLASS

5: Malicious Re-programming

Lack of software 
protection

VULNERABILITY PATTERN

Development Deployment

Easy

Very hard



Copyright © 2018 Trend Micro Incorporated. All rights reserved. 97

 ����������
����
���
��	������



98 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



99 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



100 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



101 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



102 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



103 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 



104 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

ENDPOINTS



105 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

SECURITY of
EMBEDDED SW



106 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

AWARENESS



107 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

ENDPOINTS

SECURITY of
EMBEDDED SW

AWARENESS

RE
SE

AR
CH

RESEARCH
RESEARCH



Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

����A�A�� ����@��%A�! �/���%D�!��
,"�@�%�! ������� !�!�D
��	�A��/%C�D�! �1�@���AA����!%��	! %@!���@A��@!��
%����D�A�!��%����%%����@A

1OMS9
E� �

PT94R./8+IF*
�@� �����@!���A��@���

����@��!��������-�
����"�@�%!@
/� �!@���@��%���A��@���@



109 Copyright © 2018 Trend Micro Incorporated. All rights reserved. 

7�2��-���r7�2���-���rpo�z�z}�r-INAL�" Ir-27���&2��-����&00r-INAL�" I�A!� I CALr-INAL�" I��A!��A"OLENS��OENAr�JLN G�LJNA"Nr7LAI#��E"LJ��JINLJG�
� I CALr7LAI#��E"LJ��J!EGA�A"OLENSr��&�-r7LAI#�� L)r7LAI#�0 !Mr2AN4JL)��ELOM� GG�IBJL"ALr7LAI#��E"LJ���
��A"OLENSr-INAL�" I��A!��A"OLENS��ELNO G�&KKGE I"Ar
-INAL�" I��AMM CEIC��A"OLENS��ELNO G�&KKGE I"Ar7LAI#��E"LJ��AGE !GA��A"OLENS�0E"AIMAr7��0r7LAI#��E"LJ��H LN��LJNA"NEJI�2AN4JL)r��2r��&�7��&2r7LAI#��E"LJ�/E#M�
� BANSr7LAI#��E"LJ��A!��A"OLENSr7LAI#��E"LJ��JLN !GA��A"OLENSr7LAI#��E"LJ��N I# L#��A!��A"OLENSr7LAI#��E"LJ��JMNA#�H EG��A"OLENSr7LAI#��E"LJ��AAK��A"OLENSrpo�z
�z}�u�p�rz���zt��r7LAI#��E"LJ�INALKLEMA��A"OLENS�BJL�� NA4 SMrINALKLEMA��A"OLENS�BJL�� NA4 SMr�H LN��LJNA"NEJI��ALPALr�AAK��A"OLENSrpo�z�z}� �y�z{t
���nw��zr� BA�SI"r7LAI#��E"LJ�-INAL�" I��A!� I CAL����r7LAI#��E"LJ�2&���A"OLENSr7LAI#��E"LJ�� N �0JMM��LAPAINEJIr�A"OLEIC��JOL��JOLIAS�NJ�NDA��GJO#r7LAI#�
�E"LJ�s��o�zt��r7LAI#��E"LJ��AAK��A"OLENS�&INE��ELOM�BJL���-r7LAI#��E"LJ��AAK��A"OLENS��ELNO G�� N"Dr������0���r7LAI#��E"LJ���-s�x��rufv]@Akbu���
���w��zr�AAK��EM"JPALSr7��rufv]o�z������y��m��r7LAI#��E"LJ�� BA�0J")r�AAK��EM"JPALS�-IMKA"NJLr7LAI#��E"LJ��J!EGA�&KK��AKON NEJIr�A4AGLS�
JRr
-INAL�" I��AMM CEIC��A"OLENS��OENA��GOMrugt`��um��w��zrufv]Wz��uTxw���r?g �y}��o�w���rufv]Won|��u������w��zr-INAL�" I��A!�
�A"OLENS� M� ��ALPE"Ar�GEAIN��ALPAL��OENA��LAHEOHr�GJO#�#CAr7LAI#��E"LJ��AHJNA�� I CALr7DLA N��ABAIMA�RKALNr2ARN��AIAL NEJI�7DLA N��ABAIMAr7LAI#��E"LJ��H LN�
�JHA�2AN4JL)r�ANLJ��" IrEM���r�y}��o�w��� ���m�r&ELw���r�JIIA"NA#�7DLA N��ABAIMAr�o�u����r7LAI#��E"LJ��JGE"S�� I CALr�r�~x���r�����ou�C>
���q�x��������vr7LAI#��E"LJ��ALNEBEA#��LJBAMMEJI Gr7���r��AIr-INAL�" I��AMM CEIC��A"OLENSr-INAL�" I��A!��A"OLENSruhe7LAI#��E"LJ��JGE"S�! MA#��A"OLENS�
�L"DAMNL NEJIcr�����ou�ceX=blMhm`ysY�t����aapwj_tif=b=BridBuhew��zBcrf=bhmf^clMhm`ys


