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= Anti-malware

= host-based IDS

= network-based IDS

Deployable protection mechanisms

= web-based IDS
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I = [I1, I2, Ii, . . . , IN ]

I Ii

ÚĴ±Ǉ¡ĻǇĴʀűťǇ±ÚǇçƊťǝŐŐƍÖ ĥűǇ ± ťĻŐ Ǉ±ƦĥøǇʀűťǇ±ÚǇƒ ɮǝĥ żĀ ɘɘçǙŪçĠɘ
ÕɘɎɘĺɘɎżÎɘżÎÖƒűƦĥƒŝűɕĻŐŐ±ƒēĻƦøēűɎÕɘÖç @TTǥ%ťĻǇĻ±ŐĻɕø Ú±ŐŐøê ɮǝĥ żĀ
ɘɘçǙŪçĠɘ ÕɘɎɘĺɘɎżÎɘżÎÖƒűƦĥƒŝűɕĻŐŐ±ƒēĻƦøēűɎÕɘÖç ǙɘɘŪĺɘĀĺżĀ ɘɘçǙŪçĠɘƒɘǎŪ
ēĻƦøēűɎĺÎĻťÕǙĚĠçżɘÎÖ @TTǥ@øɉƊĻťƯǇ±ťÚøċɘɎżƽŪøɘżƸĀèŝűêøċǙè±ƦĥÚċĚƍ ɮǝĥ żĀ
ɘɘçǙŪçĠɘ ÕɘɎɘĺɘɎżÎɘżÎÖƒűƦĥƒŝűɕĻŐŐ±ƒēĻƦøēűɎÕɘÖç ǙɘɘŪĺɘĀĺżĀ ɘɘçǙŪçĠɘƒɘĚǙ
ēĻƦøēűɎĺÎĻťÕǙĚĠçżɘÎÖ @TTǥ@øɉ]ǇƦø±ŝ øťêċǎŪƽǙǎŪ

I Ii

ǀŝøêĻ±ǀǀĻŝ±ĥøƯǀē±ɈĻÚűťƒĻÚű !��Tǀżƒɘơ Ǚɘɘ żżĚɘ ơĺơ ơ>űɕĻŐŐ±ǀĚƒɘ
Ɗ>±ÚĻťǇűƯĴƷ �Ʒ %ťǇøŐ >±Ú F] ¦ żɘƒĚƷ øťĺ�]Ʒ ƦɈçżƒŪƒɘƒżɘƍ
�øÚōűǀǙɘɘŪɘĠǙǎżĚ �ĻƦøēűɎǀǎƒɘƒżɘ �ÎĻƛǝĻǇɏǀɘƒżƒĠơ żǙĀƒżżżƒĠĀƒĠ
ÕǙɘǀ>±ɏǀǙɘɘŪçżĚçǙƽçĠĠ ĺɘƸɘɘÖ ơTF]� ǀƦøƈűƦǇǀ !��Tǀżƒɘơ Ǚɘɘ żŪżƸż
ơĴǇǇƈçǀǀɉɉɉƒƈĴűťøƈĴĻƯĴĻťĥƒĻťēűǀƦøƈűƦǇǀơ ơ>űɕĻŐŐ±ǀĚƒɘ Ɗ>±ÚĻťǇűƯĴƷ �Ʒ
%ťǇøŐ >±Ú F] ¦ żɘƒĚƷ øťĺ�]Ʒ ƦɈçżƒŪƒɘƒżɘƍ �øÚōűǀǙɘɘŪɘĠǙǎżĚ
�ĻƦøēűɎǀǎƒɘƒżɘ �ÎĻƛǝĻǇɏǀɘƒżƒĠơ żǙĀƒżżżƒĠĀƒĠ ÕǙɘǀ>±ɏǀǙɘɘŪçżĚçǙƽçĠĠ
ĺɘƸɘɘÖ ơ�
� ǀŝøêĻ±ǀǀÚƯƯǀŝ±ĻťƒÚƯƯ !��Tǀżƒɘơ Ǚɘɘ ĚĚǙĚ
ơĴǇǇƈçǀǀɉɉɉƒƈĴűťøƈĴĻƯĴĻťĥƒĻťēűǀƦøƈűƦǇǀơ ơ>űɕĻŐŐ±ǀĚƒɘ Ɗ>±ÚĻťǇűƯĴƷ �Ʒ
%ťǇøŐ >±Ú F] ¦ żɘƒĚƷ øťĺ�]Ʒ ƦɈçżƒŪƒɘƒżɘƍ �øÚōűǀǙɘɘŪɘĠǙǎżĚ
�ĻƦøēűɎǀǎƒɘƒżɘ �ÎĻƛǝĻǇɏǀɘƒżƒĠơ żǙĀƒżżżƒĠĀƒĠ ÕǙɘǀ>±ɏǀǙɘɘŪçżĚçǙƽçĠĠ
ĺɘƸɘɘÖ ơ�
� ǀŝøêĻ±ǀǀÚƯƯǀƦűǝťêÎűɎƒÚƯƯ !��Tǀżƒɘơ Ǚɘɘ Ƹǎż
ơĴǇǇƈçǀǀɉɉɉƒƈĴűťøƈĴĻƯĴĻťĥƒĻťēűǀŝøêĻ±ǀǀÚƯƯǀŝ±ĻťƒÚƯƯơ ơ>űɕĻŐŐ±ǀĚƒɘ
Ɗ>±ÚĻťǇűƯĴƷ �Ʒ %ťǇøŐ >±Ú F] ¦ żɘƒĚƷ øťĺ�]Ʒ ƦɈçżƒŪƒɘƒżɘƍ
�øÚōűǀǙɘɘŪɘĠǙǎżĚ �ĻƦøēűɎǀǎƒɘƒżɘ �ÎĻƛǝĻǇɏǀɘƒżƒĠơ



cI

cI = ⟨m(1), . . . ,m(u), . . . ,m(U)⟩

I

m(u)

O = [O1, O2, Oi, . . . , OM ] ⊆ I



Oi

ǀƦøƈűƦǇǀ±êêǀÚűŝŝøťǇǀŕ�% 
]�¨7
ċơÎ±ÚōĥƦűǝťêĺĻŝ±ĥøçÏɘɘƸĚÏɘɘƸǙÏɘɘƽʀÏɘɘǙĀƣÏɘɘƽ±

ÏɘɘƽżÏɘɘƸƽÏɘɘƽżÏɘɘƸǎÏɘɘƽǎÏɘɘƸǙÏɘɘƽŪÏɘɘƸɘÏɘɘƸĠÏɘɘǎ±ÏɘɘƽżÏɘɘƽÚ
ÏɘɘƽĚÏɘɘƸǙÏɘɘƸĠÏɘɘǙĀƒżɘǙƸÏɘɘĚĀƒżɘĚǎÏɘɘĚǎÏɘɘǙƸÏɘɘǙŪƣÏɘɘǙŪơĮǀ

!��Tǀżƒɘơ Ǚɘɘ Ƹǎż ơĴǇǇƈçǀǀɉɉɉƒƈĴűťøƈĴĻƯĴĻťĥƒĻťēűǀƦøƈűƦǇǀ±êêǀơ
ơ>űɕĻŐŐ±ǀĚƒɘ Ɗ>±ÚĻťǇűƯĴƷ �Ʒ %ťǇøŐ >±Ú F] ¦ żɘƒĚƷ øťĺ�]Ʒ ƦɈçżƒŪƒɘƒżɘƍ
�øÚōűǀǙɘɘŪɘĠǙǎżĚ �ĻƦøēűɎǀǎƒɘƒżɘ �ÎĻƛǝĻǇɏǀɘƒżƒĠơ

D O ⊆ D
I O

⊆

A = [A1, A2, Ai, . . . , AL] ⊆ O

A ⊆ O



I,O A

A

D = I ∪ O

O I |I|, |O| > 0
I ∩ O = ∅ I O

A

O
I D

TP :=
{Ai ∈ A | ∃Oj : f(Ai) = Oj}

f : A )→ O Ai

Oj TP

TP ≡ O

FP := {Ai ∈ A | ̸ ∃Oj : f(Ai) = Oj}.



FP

FP = ∅

TN := {Ij ∈ I | ̸ ∃Ai : f(Ai) = Ij}.

TN
TN ≡ I

FN := {Oj ∈ O | ̸ ∃Ai : f(Ai) = Oj}.

TN FN
FN = ∅

TP + TN + FP + TN = 1
FN ∪

FP

DR :=
TP

TP + FN
.

DR = 1

FPR :=
FP

FP + TN
.

FPR = 0
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False Positive Rate (FPR)

Random classifier

DR = DR(FPR)

DR FPR

DR = FPR
DR FPR = 0

FPR → 1 ⇒ DR → 1



I,O
A1

An

A′

A1, A2, Ai, . . . , AL ∈ A1 ∪ A2 ∪ · · · ∪ AK

A′ = [A′
1, A

′
2, . . . , A

′
P ]

A′ A1 ∪
A2 ∪ · · · ∪ AK







M
A

ŕēǝťÚǇĻűťǥť±ŝøĮƊŕ±ƦĥżǥɈ±ŐǝøĮè ŕ±ƦĥǙǥɈ±ŐǝøĮè ƒƒƒƍ

M

īą ƊēǝťÚǇĻűťǥť±ŝø ċċ ơƦø±êơƍ Ó
ǀÊ ƒƒƒ Êǀ īą Ɗŝ±ǇÚĴƊêøÚűêøƊ±ƦĥǎǥɈ±Őǝøƍè ơ±ÓĠÔÎÓĠÔÚÓĠÔêÓĠÔøÓĠÔÏ

ēÓĠÔƒƒƒɎÓĠÔǎX!˜�¨ƸÓǎǎÔW­ŋɮ¦TɘɮɘɮōɮɮWǙɮɼǙɼɼɘɼɼɮɼÏ
¦TĀɮɼǝ2%¦ōɉø±!Ʀ2ɉƈēɘǙƈWɕøT>Ĵɏɕ¡ɉ]ǝWťĻű¦TF!ǝɼɎ4ťÏ
±WŐōFŋƈ2!%Ɉ4F¨űōFÎTTɉX@żǝƛǇĚTɮƒƒƒơ ƍƍ

ēĻƦøǥ±ŐøƦǇƊơ 7ʀ Îǝĥ ǎĚĚɘɘ ĻƯ ÎøĻťĥ øɎƈŐűĻǇøêĐơƍƷ ǀÊ ƒƒƒ Êǀ
Ô

±Ʀĥǎ Ɉ±Őǝø

A

ǀÊ ƒƒƒ Êǀ ÚêÕƣŕƣÖ ċ Óɘƒżè ɘƒżżÔ ÚêÕƣ±ƣÖ ċ Óɘƒɘżè ɘƒǙÔ ÚêÕƣÎƣÖ ċ
Óɘƒżǎè ɘƒǙǎÔ ǀÊ ƒƒƒ Êǀ

Î ċ êøÚűêøƊ±ƦĥǎǥɈ±ŐǝøƍƷ

īą Ɗ ĐƊÚêÕƣÚƣÖÕɘÖ ŕ ÚűǝťǇƊƣÚƣè Îƍ ŕ ÚêÕƣÚƣÖÕżÖƍ ÐÐÏ
ĐƊÚêÕƣŕƣÖÕɘÖ ŕ ÚűǝťǇƊƣŕƣè Îƍ ŕ ÚêÕƣŕƣÖÕżÖƍ ÐÐÏ
ƒƒƒ ÐÐ ƒƒƒƍ ēĻƦøǥ±ŐøƦǇƊơɮťűŝ±ŐűǝƯ ÚűťǇøťǇ êøǇøÚǇøêĐơƍƷ

ǀÊ ƒƒƒ Êǀ

ĴǇǇƈçǀǀŝĻŐɉɘƦŝƒÚűŝǀøɎƈŐűĻǇƯǀŪǎɘǎ

http://milw0rm.com/exploits/9303
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H(c), ∀c ∈ 0, 255 H(c)
c χ2
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A = a,B = b, · · · ⇒ X ∈ {x1, x2, . . . }
ƈ±ǇĴ ēŐ±ĥƯ

3PI(UVTHS`

3PI(UVTHS`

µ σ2

l p

l < µ+σ σ2

(l−µ)2



χ2

ŐƯ ɈĻŝ Úê êǝ

3PI(UVTHS`



ZV\YJL KPY $ K P Y " [ H Y N L [ M P S L $ M P S L "
V\[ $ VWLU � [ H Y N L [ M P S L � >9� "

W\ZO � ZV\YJL KPY � " ǳĤīłë � � KPY UHTL $
WVW � � � �$ 5<33� {

K $ VWLUKPY � KPY UHTL � " MVYLHJO �
K P Y LU [ Y` ∈ K � {

īą � P ZK P Y LJ [V Y` � K P Y LU [ Y` � �
W\ZO � K P Y LU [ Y` � " ëłƠë {
PU $ VWLU � K P Y LU [ Y` � 9+� " YLHK � PU

� I\M � " ^YP [L � V\[ � I\M � "
JSVZL � PU � "

} }
} JSVZL � V\[ � " ƗëƸǋƗŘ �"

}

1

3

6
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11 12

13

14

18

1920

start(I, O)

FD3 = open(F3, M3)
M3elementOf{WR}

M3equal O

opendir(F6)

isWithinDirI

F8isWithinDir F6

isDirectory F8

F�
8

isWithinDir F6

isDirectory F�
8

FD11 = open(F11, M11)

F11equal F8

read(FD12)

FD12equal FD11

write(FD13)

FD13equal FD3

close(FD�
14

)

FD�
14

equal FD11

close(FD14)

FD14equal FD11

close(FD18)

FD�
18

equal FD3

return(0)

1
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ēêēűƦŝ±Ǉ øŋøÚǇ

ǇøŐťøǇê

ǇøŐťøǇê

ēűƦōè ƒƯűƒżè ǝǇŝƈè ɉǇŝƈè ĻťĻǇƈĻƈøè øɎøÚè ťøǇÚűťēĻĥè
ƯøƦɈĻÚø êűűƦè çɕøƦűè ŐűĥĻťêŝǝɎè ƈǇƯ
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Distance in syscalls

ǇøŐťøǇê
øɎøÚɈø

øɎøÚɈø

Ú±Ǉ ŝ±ĻŐ ŝ±ĻŐ ŐɏťɎ
Ʀŝ ƯĴ

ƈƯ ŐƯ
ŐűĥűǝǇ ŐűÚōűǝǇ ŐűĥɘǝǇ

ǀǝƯƦǀÎĻťǀŐɏťɎ ǀűƈǇǀŐűÚ±ŐǀÎĻťǀŐɏťɎ

ǀøǇÚǀŐű4űǝǇ ǀűƈǇǀŐűÚ±ŐǀÎĻťǀŐɘĥűǝǇ
ŐɏťɎ ŝ±ĻŐ ƛ

øɎøÚɈø
Őű4űǝǇ



:VSHYPZ

øɎøÚɈø

øɎøÚɈø

FPR DR

• O = ¬O =

• A = ¬A =

DR FPR

• DR = P (A | O)

• FPR = P (A | ¬O)



DR FPR

P (O | A) = P (O) · P (A | O)

P (O) · P (A | O) + P (¬O) · P (A | ¬O)
.

P (O)

FPR = P (A | ¬O) P (¬O)
P (O) 10−5

P (O) → 1

DR = 1 FPR = 10−5 0.0066
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ŐĻÎ±ƦÚĴĻɈø� ǙƒǙƒǎ
±ƦÚĴĻɈø Ʀø±ê ƯǝƈƈűƦǇ ēűƦŝ±Ǉ Ǉ±ƦƒÚ
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øŋøÚǇ ÎƯêǇ±Ʀ
ŝÚɉøŋøÚǇ�ɘƒŪ øŋøÚǇ



ÎƯêǇ±Ʀ -YLL):+

ƒ ĺ

øŋøÚǇ

ÎƯêǇ±Ʀ

øŋøÚǇ
ǀêøɈǀË

ÎƯêǇ±Ʀ�Úē�ŝɏ±ƦÚĴĻɈøƒǇ±Ʀ�ǀēĻƦƯǇǀĺ
ƈ±ǇĴ� ǀƯøÚűťêǀƦ±ťêűŝǀƈ±ǇĴ

Ǉ±Ʀ�Ɏē�±ƦÚĴĻɈøƒǇ±Ʀ
Ǉ±Ʀ�ĺɎē�±ƦÚĴĻɈøƒǇ±Ʀ

ƯĻťĥ ŝǇĺê±±ƈê ƈƦűēǇƈê Ưǝêű ɼĻǇÚĴ¦

ƯĻťĥ



űƈøť

ŝǇĺê±±ƈê
ɉƯ ±êê±ƦĥƊƍ

ɮǝǇĴűƦĻɕ±ǇĻűťç ɼ±ƯĻÚ
ǀɎŝŐĺƦƈÚ ŝűê ÚǇƦŐƯ ƈƦűēǇƈê

Ʀøĥ±ƦĥŐøť

Ưǝêű ]!
77FT�]
T]Ġ

ƈ±ƯƯɉê ±êêǝƯøƦ ǀøǇÚǀ

ɼĻǇÚĴ¦

Ǉ±Ʀ øŋøÚǇ





:`ZJHSS(UVTHS`
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:`ZJHSS(UVTHS`

ƈ±ƯÚ±ŐƒøɏƦĻøƒ±ēƒŝĻŐ :V�
SHYPZ

:`ZJHSS(UVTHS`

µ σ2

l
p



l < µ + σ
σ2

(l−µ)2

χ2

Õɮĺ­Ö →
ɮ Õ±ĺɕÖ → ± ÕɘĺŪÖ → ɘ

ǀǝƯƦǀŐĻÎǀŐĻÎÚĺ
ƒƯű ǀ±±±ǀ±±±ǀ±±±±ƒ±±

ǀ±ǀ±ǀ±ƒ±

øŋøÚǇ ēêĺ



:`ZJHSS(UVTHS`

ēêēűƦŝ±Ǉ
øŋøÚǇ
ƈƯ
ēǇƈê
ǇøŐťøǇê
Ưøťêŝ±ĻŐ

:`ZJHSS(UVTHS`

ēűƦŝ±Ǉ ƈƯ ēēÎÚűťēĻĥ

:`ZJHSS(UVTHS`

:`ZJHSS(UVTH�
S` ēǇƈê Ưøťêŝ±ĻŐ ǇøŐťøǇê

:`ZJHSS(UVTHS`

• :`ZJHSS(UVTHS` 3PI(UVTHS`

• :`ZJHSS(UVTHS`

•



•

:`ZJHSS(UVTHS`

:`ZJHSS(UVTHS`

øŋøÚǇ

ɈűŐÌɘçɈűŐÚǇŐ ǝťť±ŝøê ēŐűƈƈɏ

øŋøÚǇ

øɎøÚɈø
:`ZJHSS�

(UVTHS`

:`ZJHSS(UVTHS`

:`ZJHSS(UVTHS`



øɎøÚɈø

ǀǝƯƦǀÎĻťǀøŋøÚǇ
øŋøÚǇ\ɘɎǙɘ\ɘɎǙɘ\ɘɎǙɘ\ɘɎǙɘÕƒƒƒÖ

10−6

10−6

űƈøť

ǀɈűŐǀêøɈǀƦêĻƯōøǇǇøɘǀÚɘǇƽêɘǀɈűŐǝŝø ż
ÚƦɉĺƦɉĺƦɉĺ

10−6

øŋøÚǇ

ĺƦĺɎƦĺɎƦĺɎ

ƈƯ



űƈøť

ǀǝƯƦǀŐĻÎǀŐűÚ±ŐøǀĻƯű ĀĀĚŪ żǀÕƒƒƒÖ
ĺƦĺɎƦĺɎƦĺɎ

10−6

10−6

ēêēűƦŝ±Ǉ

ǀǇŝƈǀƈƯ ê±Ǉ±
ǀƈƦűÚ

ēêēűƦŝ±Ǉ
ǀǇŝƈǀēűű

ǀǇŝƈǀƈƯ ê±Ǉ±

ǀǇŝĺ
ƈǀƈƯ ê±Ǉ± ǀǇŝƈǀēűű

ǀǇŝƈǀēűű ê±Ǉ±
ƈƯ

ŐǝɎ
ĺŐǝɎ

ɕűťøĻťēű

ǀǇŝƈǀēűű

ĻťƒēǇƈê

ɈēűƦō



Ưøťêŝ±ĻŐ

ǀɈ±ƦǀƯƈűűŐǀŝƛǝøǝø

ƯøǇǝĻê

Ưøťêŝ±ĻŐ �%�
�%�

�%� ǀɈ±Ʀǀĺ
ŝ±ĻŐ
ǀɈ±Ʀǀŝ±ĻŐǀøŝűťÚ±ɘɘɘ]Ĵ

:`ZJHSS(UVTHS`

ƈƯ

ǀǇŝƈǀǇøŝƈēĻŐøť±ŝø ǀøǇÚǀƯĴ±êűɉ

ǇøŐťøǇê



ēêēűƦŝ±Ǉ
øŋøÚǇ
ƈƯ
ēǇƈê
ǇøŐťøǇê
Ưøťêŝ±ĻŐ

:`ZJHSS(UVTHS`

ƈƯ�ĺÕɎƍ

ƈƯ�ĺ±Ɏǝ

:`ZJHSS(UVTHS`

:`ZJHSS�
(UVTHS`



űƈøť

ēêēűƦŝ±Ǉ
øŋøÚǇ
ƈƯ
ǇøŐťøǇê
ēǇƈê
Ưøťêŝ±ĻŐ

űƈøť

űƈøť

:`ZJHSS(UVTHS`



űƈøť
űƈøť Ʀø±ê

űƈøť

N
N ×N

D

i
j D(i, j) = (D) D i j

dstop,min

dstop,num

O(N2)

dmin

d < βdmin

β

dstop,min = 1
dstop,num = 10



¨

ēêēűƦŝ±Ǉ
øŋøÚǇ
ƈƯ
Ưøťêŝ±ĻŐ ∞

a

i j
a

da(i, j) :=

{
Ka + αaδa(i, j)
0

Ka

δa(i, j) αa

a
K(·) α(·)

δ(·)
i j

i j

D(i, j) :=
∑

a∈A

da(i, j)

A



�%� �%�

ŐĻÎ



:`ZJHSS(UVTHS`

δa
Kpath = 5 αpath = 1

ǀǝƯƦǀŐĻÎǀŐĻÎÚƒƯű ǀøǇÚǀƈ±ƯƯɉê da = 5 + 1 · 1 = 6
ǀǝƯƦǀŐĻÎǀŐĻÎÚƒƯű ǀǝƯƦǀŐĻÎǀŐĻÎøŐēƒƯűƒż

da = 0

ǀǝƯƦǀŐĻÎǀŐĻÎÚƒƯű ǀǝƯƦǀŐĻÎǀŐĻÎøŐēƒƯű ǀǝƯƦǀĺ
ŐűÚ±ŐǀŐĻÎǀŐĻÎĻťǇŐƒƯű

PT = Pt · Pf Pt

Pf

Kpath = 1 αpath = 1
αpath

Kpath



usr

lib

liblocal

0.67

0.33
1.00

x = idisc
y = jdisc

i j

ddisc(i, j) :=

{
Kdisc x ̸= y
0 x = y,

Kdisc

Kdisc = 1

øɎøÚɈø

x = idisc
y = jdisc

i j

darg(i, j) :=

{
Karg |x| ̸= |y|
0 |x| = |y|,



Karg |x|
x

Karg = 1

�%� �%�

�%�
�%� �%�

x = idisc
y = jdisc �%� �%�

i j

duid(i, j) :=

{
Kuid g(x) = g(y)
0 g(x) ̸= g(y)

,

Kuid g : N )→
{groups} {groups}

�%�



Kuid = 1

űƈøť
øɎøÚɈø



űƈøť ƈ±ǇĴť±ŝø
ēŐ±ĥƯ
ŝűêø

øɎøÚɈø ēĻŐøť±ŝø
±ƦĥɈ

ƯøǇǝĻê ǝĻê
ƯøǇĥĻê ĥĻê

ƯøǇƦøǝĻê ƦǝĻê
ƯøǇƦøĥĻê øǝĻê

ƯøǇƦøƯǝĻêè ƯøǇƦøƯĥĻê ƦǝĻê
øǝĻê
ƯǝĻê

ƯɏŝŐĻťōè ŐĻťō űŐêƈ±ǇĴ
Ʀøť±ŝø ťøɉƈ±ǇĴ
ŝűǝťǇ ƯűǝƦÚø

Ǉ±ƦĥøǇ
ēŐ±ĥƯ

ǝŝűǝťǇ Ǉ±ƦĥøǇ
ēŐ±ĥƯ

øɎĻǇ ƯǇ±ǇǝƯ
ÚĴűɉť ƈ±ǇĴ

ŐÚĴűɉť ĥƦűǝƈ
űɉťøƦ

ÚĴŝűêè ŝōêĻƦ ƈ±ǇĴ
ÚƦø±Ǉ ŝűêø

ŝōťűêø ƈ±ǇĴť±ŝø
ŝűêø
êøɈ

ǝťŐĻťōè ƦŝêĻƦ ƈ±ǇĴť±ŝø



ēêēűƦŝ±Ǉ
øŋøÚǇ
ƈƯ
ǇøŐťøǇê
ēǇƈê
Ưøťêŝ±ĻŐ

űƈøť1 űƈøť2 űƈøť3 øɎøÚɈø1 øɎøÚɈø2

K K

K = 1

χ2

(
∏

i∈ Pi)





0 24 12

3

45

0 0

0

Ps

Pc

Pm

Pp = Pc · Pm

Ps

Pc = (
∏

i∈ Pi) Ps Pm

Ps Pp = Pc · Pm

l

Ps(l) =
∏l

i=0 Pp(i)
Pp(i) ∈ [0, 1] i

l→+∞ Ps(l) = 0

Ps(l) ≃ 0 l ≥ 25



Ps(l) =
l

√∏l
i=1 Pp(i)

[

l→+∞
Ps(l) = e−1

]
= 1.

(Pp(1), . . . , Pp(l)) =
l

√∏l
i=1 Pp(i)

Pp(1), . . . , Pp(l)
Pp(1), . . . , Pp(l) ∼ U(0, 1)

Pp(i) ∼ E(β = 1) ∀i = 1, . . . , l

X X = Pp ∼ U(0, 1)
β = 1
(·)

− (Pp(1)), . . . ,− (Pp(l))

β = 1 l → +∞
[

l→+∞

1

l

l∑

i=1

− Pp(i) = −β = −1

]
= 1

(Pp(1), . . . , Pp(l)) =

(
l∏

i=1

Pp(i)

) 1
l

= e
1
l

∑l
i=1 − Pp(i)

[

l→+∞

(
e

1
l

∑l
i=1 − Pp(i)

)
= e−β = e−1

]
= 1

!

Ps(l) = 2l

√∏l
i=1 Pp(i)i

[ l→+∞ Ps(l) = 0] = 1



Ps(l)

Ps(l) =

⎛

⎝ l

√√√√
l∏

i=1

Pp(i)i

⎞

⎠

1
2

=
(
e

1
l

∑l
i=1 i· Pp(i)

) 1
2
=

=
(
e

1
l

∑l
j=0(

∑l−j
i=1 Pp(i))

) 1
2
=

=
(
e
∑l

j=0( 1
l

∑l
i=1 Pp(i)− 1

l

∑l
i=l−j+1 Pp(i))

) 1
2

[

l→+∞

1

l

l∑

i=1

Pp(i) = −1

]
= 1

Pp(i) < 0

∀j, l > 0 :
l∑

i=1

Pp(i) <
l∑

i=l−j+1

Pp(i)

0

l→+∞

(
e
∑l

j=0( 1
l

∑l
i=1 Pp(i)− 1

l

∑l
i=l−j+1 Pp(i))

) 1
2
=

x→−∞
ex = 0

!

Ps(l) → 0

Ps(l) ≃ 0 l ≥ 300 l ≥ 25
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±ǝêĻǇê

øɎøÚɈøƊ±ƦĥƯËËƍ
ŕƯɏƯÚ±ŐŐĮƊ±ƦĥƯËËƍ

ƒƒƒ
øɎĻǇƊƍ

ƯɏƯŐűĥê

ŕ%�>
� ǀĮ

ƯɏƯŐűĥ

dstop,num ∈ {1, 2, 3} dstop,min = {6, 10, 20, 60}



:`ZJHSS(UVTHS`

3PI(UVTHS`

•

•

ēêēűƦŝ±Ǉ
øɎøÚɈø

Pm

Pc

űƈøťǙ űƈøťżɘ

ÚĴŝűê ǀøɎƈűƦǇǀĴűŝøĺ
ǀøŐŝűÚǀƒÚƯĴƦÚ

Pm = 0

ÚĴŝűê ǀøǇÚǀƯĴ±êűɉ
øŋøÚǇ

ƈƯ øɎøÚɈø
ǀǇŝƈǀēűű

űƈøť 7ĻÎɮťűŝ±Őɏ

ǀǇŝƈǀēűű űƈøť
ǀǇŝƈǀƈƯ ê±Ǉ±



øɎøÚɈøɘ ]�ɮX� ⇒ øɎøÚɈøɘ

ǀǝƯƦǀÎĻťǀēêēűƦŝ±Ǉ
ēêēűƦŝ±Ǉ\ɘɎǙɘ\ɘɎǙɘ\ɘɎǙɘ\ɘɎǙɘÕƒƒƒÖ

Pc 0.1
Pm 1

Pp 0.1 1

űƈøťżɘ űƈøťǙ ⇒ űƈøťżɘ

ǀǝƯƦǀŐĻÎǀŐűÚ±ŐøǀĻƯű ĀĀĚŪ żǀÕƒƒƒÖ
ĺƦĺɎƦĺɎƦĺɎ
ǎǎżǎǎ

Pc 5 · 10−4

Pm 0
Pp 0

űƈøťżż űƈøťżɘ ⇒ űƈøťżż

ǀêøɈĻÚøƯǀƈƯøǝêűǀɈűŐÌɘçɈűŐÚǇŐ
ÚƦɉĺƦɉĺƦɉĺ
Āƽǎɘ

Pc 1
Pm 0

Pp 0

ÚĴŝűê űƈøťżż ⇒ ÚĴŝűê

ǀêøɈĻÚøƯǀƈƯøǝêűǀɈűŐÌɘçɈűŐÚǇŐ
ÚƦɉĺƦɉĺƦɉĺ
Āƽǎɘ

Pc 0.1
Pm 0

Pp 0

øɎĻǇɘ ÚĴŝűê ⇒ øɎĻǇɘ

ɘ

Pc 1
Pm 0

Pp 0

ēêēűƦŝ±Ǉ



ÎƯêǇ±Ʀ

100 1.6 0.1
88 1.6 0.1

øŋøÚǇ

100 0 0
0 0 0

ÚĴŝűê ǀĴűŝøǀƯøÚƦøǇ

øŋøÚǇ ÎƯêǇ±Ʀ

øŋøÚǇ
ÎƯêǇ±Ʀ

øŋøÚǇ ÎƯêǇ±Ʀ

øŋøÚǇ

øɎøÚɈø
ÎƯêǇ±Ʀ

űƈøť ǀêøɈǀǇǇɏ

øŋøÚǇ
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dstop,min dstop,num

dstop,min = 10 dstop,num = 3

dstop,min dstop,num

ĥƈƦűē Ɉ±ŐĥƦĻťê

X

ɉǝĺēǇƈê



∀Ú = ⟨syscalli−1, syscalli⟩
ŝ±ōøǥƯǇ±ǇøƊÚè Tʀƍ
Őø±ƦťǥƦøŐ±ǇĻűťƯƊÚƍ

øƛǝ±Ő
øŐøŝøťǇFē
ƯǝÎƯøǇFē
Ʀ±ťĥø
Ĵ±Ư
ɎǇøťƯĻűť
ĻƯ¡ĻǇĴĻť�ĻƦ
ÚűťǇ±ĻťƯ
Ĵ±Ư]±ŝø�ĻƦɮƯ
Ĵ±Ư]±ŝøɼ±ƯøɮƯ
Ĵ±Ư]±ŝø
ɎǇøťƯĻűťɮƯ

LX\HS LSLTLU[6M JVU�
[HPUZ

ƠǀǇŝƈǀƈĴƈżĚĚǎơ ƠǀǇŝƈǀƈĴƈŪɘǙǙơ
øƛǝ±Ő



łë¬ƗŘǓƠƸƗīŘĖǓÜŤŐ¬īŘƊƯɏƯÚ±ŐŐiƍ
∀Ú = ⟨ƯɏƯÚ±ŐŐi−1, ƯɏƯÚ±ŐŐi⟩
ŝ±ōøǥƯǇ±ǇøƊÚè Tʀƍ
Őø±ƦťǥƦøŐ±ǇĻűťƯƊÚƍ

Ơ¬ǲëǓŐŤÜëł
ƯǝÎƯøǇFē
Ʀ±ťĥø
Ĵ±Ư
ɎǇøťƯĻűť
ĻƯ¡ĻǇĴĻť�ĻƦ
Ĵ±Ư]±ŝø�ĻƦɮƯ
Ĵ±Ư]±ŝøɼ±ƯøɮƯ
Ĵ±Ư]±ŝø
ɎǇøťƯĻűťɮƯ

Őø±Ʀť ƯǇƦĻťĥ êűŝ±Ļť
Ư±Ɉø ŝűêøŐ
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X
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x

Norm(29.8, 184.844)
Thresholds: [12.37, 47.22]

 0

 0.05
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 0.15
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 0.35
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P(
X

)

x

Norm(19.25, 1.6875)
Thresholds: [16.25, 22.25]

Ưǝêű ēǇƈ
N (29.8, 184.844)

N (19.25, 1.6875)

Xargs = |args|

Targs



γX =
4(X)
( )

γX < 0
γ̂X = µX,4

σ4
X

−3

γX γXargs < 0

Xedge = x1, x2, . . . Xedge

ŝǇĺê±±ƈê

Tedge



0.00
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P
(X
)

x

0.00

5.00

10.00

15.00

20.00

25.00

0.00 0.02 0.04 0.06 0.08 0.10 0.12 0.14

P
(X
)

x

| i{xi} − i{xi}| ≥
δxmin = 0.04 Nmin

edge = 6

Xedge =
1, 1, . . . , 0.9, 1 1

1 1
X̄cut X̄cut = 3 FX(·) = 0.999̄

1



St = [st(1) · · · st(L)]

t A |A|
st(i), i = 1 . . . L st(i)

|A| w
st(i) = b′

st(i) = [0 1 0 0 · · · 0]T w = 2 St

L st(i) L× |A| S
t

S
t

M
k

M
k

k
D′(St,Mk) = D(S

t
,M

k
) D(·, ·)

LSt = |St| ̸= |Mk| = LMk

st(i) ∈
S
t
,mk(j) ∈ M

k
[st(i),mk(j)] )→ [st(i(p)),mk(j(p))]

F : [i, j] )→ [i(p), j(p)]

F = [[i(1), j(1)], . . . , [i(p), j(p)], . . . , [i(P ), j(P )]].

D

P D(S
t
,M

k
) =

∑P
p=1 d(i, j) P = LSt = LMk

d(i, j) = d(i(p), j(p))||st(i(p))−mk(j(p))||.

gi,j = g(i, j)
(i, j) = (i(p), i(p))

0 (0, 0) +∞ (0, ·)
(·, 0)



⎛

⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

/ I P U / Z O

0 +∞ +∞ +∞ +∞ +∞ +∞ +∞
/ +∞ 0 1.414 2.828 4.242 4.242 5.656 7.071
] +∞ 1.414 1.414 2.828 4.242 5.656 5.656 7.071
H +∞ 2.828 2.828 2.828 4.242 5.656 7.071 7.071
Y +∞ 4.242 5.656 5.656 5.656 4.242 5.656 7.071
/ +∞ 4.242 4.242 4.242 4.242 5.656 7.071 8.485
S +∞ 5.656 5.656 7.071 7.071 5.656 5.656 7.071
V +∞ 7.071 7.071 7.071 8.485 7.071 7.071 7.071
N +∞ 8.485 8.485 8.485 8.485 8.485 8.485 .

⎞

⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

g(i, j) =

⎧
⎨

⎩

g(i, j − 1) + d(i, j)
g(i− 1, j − 1) + d(i, j)
g(i− 1, j) + d(i, j)

i ∈ [1, LSt ] j ∈ [1, LMk ]
D(S

t
,M

k
) = g(LSt , LMk)

A
D′(St,Mk) = 8.485

h
c(t)

h(k, c(t), t) = α(t)e
− d(c(t),k)

2σ2(t)

α(t) σ(t)

α(·)
σ(·)
α1,α2,σ1,σ2



ǀǇŝƈǀŐűĥ ǀǇŝƈǀŐűĥǙ

σ1(t) α1(t) = 0.5 ÷ 0.01
σ2(t) = 3 α2(t) = 0.1 ÷ 0.01 Xargs

Xedge

3 2 űƈøť
6 10 űƈøť

0.1 10 10

ƠīŘĖ

ǀǇŝƈǀŐűĥǎ



t s X call/s

1.2910 · 10−4

t s X call/s

5.6581 · 10−5

X

0.08741084 0.1476

ƯĻťĥ ŝǇĺê±±ƈê ƈƦűēǇƈê Ưǝêű ɼĻǇÚĴ¦

× × × × ×



ŝŝ±ƈǙ

ǀøǇÚǀƈ±ƯƯɉê ǀøǇÚǀƯĴ±êűɉ

ŐƸĪÜ¬¬ŹÜ

ŹƗŤąƸŹÜ
ƯøǇǝĻê

ƯøǇĥĻê øɎøÚɈø

ƠǋÜŤ

ÚĴűɉť� ƦűűǇçƦűűǇ� ƯÚƦĻƈǇ ÚĴŝűê� ƘƯ
ƯÚƦĻƈǇ ƯÚƦĻƈǇ

ɸīƸÌĤ 
øɎøÚɈø



ŝÚɉøŋøÚǇ

ŝÚɉøŋøÚǇ ƯøǇǝĻê øŋøÚǇ
ĺǇ�ĻŐŐøĥ±Ő ƈ±ɏŐű±ê

øɎøÚɈø

űƈøť

ÎƯêǇ±Ʀ

ǀêøɈǀǇǇɏ

űƈøť



ƯĻťĥ ŝǇĺê±±ƈê ƈƦűēêǇƈê Ưǝêű ɼĻǇÚĴ¦

ŝÚɉøŋøÚǇ ÎƯêǇ±Ʀ

× ×

ŝÚɉøŋøÚǇ ÎƯêǇ±Ʀ



ƯĻťĥ Ưǝêű ɼĻǇÚĴ¦ ŝÚɉøŋøÚǇ ÎƯêǇ±Ʀ

ƈǇƦ±Úø

T train
F = O(S · M + N) M

S = |Q|
N

T det
FSA−DF = O(M +N)

O(1)
O(M) i

Yi + |Xi| Yi

|Xi|
i − th X∑M
i=1 Y + |Xi| = M ·Y +

∑M
i=1 |Xi|∑M

i=1 |Xi| N

Y
S

T train
F = O(S ·M +N)



M +N !

T train
H = O(C · D · (L2 + L)) C

D L
T det
H = O(M ·D · L2)

T train
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Linput · Lnode = L2

Linput Lnode

O(1)

L2 ≃ Linput · Lnode

D
Lnode C

O(D · (L2+L)) L

O(N) M ·D ·L2

O(S ·M +M ·D ·L2) < O(C ·D · (L2+L))
T det
H

O(M ·D · L2) !
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O(N2) N
O(1)

O(L2)
!







4L[HZWSVP[ 4VZKLM *VYL�047(*;



argv str

envp str

alignment

argc

envp []

alignment

argv []

VictimAttacker

SELF loader ready

ELF's SP

V
u

ln
e
ra

b
le

 c
o

d
e
's

 s
ta

c
k

1. Exploit code + SELF payload

2. SELF auto-loader + arbitrary ELF

3. Arbitrary ELF response

-YLL):+

øŋøÚǇ ÎƯêǇ±Ʀ

øŋøÚǇ ÎƯêǇ±Ʀ
øŋøÚǇ

ÎƯêǇ±Ʀ

øɎøÚɈø ǀÎĻťǀƯĴ



øŋøÚǇ
ÎƯêǇ±Ʀ

øŋøÚǇ

øɎøÚɈø
ÎƯêǇ±Ʀ

űƈøť ǀêøɈǀǇǇɏ





-YLL):+ øŋøÚǇ ÎƯêǇ±Ʀ









A
R

P A = {a1, a2}
a1 = ÎŐűĥ.øɎ±ŝƈŐø.Úűŝ a2 =

ƯǇűƦø.øɎ±ŝƈŐø.Úűŝ

R1 = R2 =⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

r1,1 = /±ƦǇĻÚŐø/,
r1,2 = /ÚűŝŝøťǇƯ/,
r1,3 = /ÚűŝŝøťǇƯ/øêĻǇ/,
r1,4 = /±ÚÚűǝťǇ/,
r1,5 = /±ÚÚűǝťǇ/ƈ±ƯƯɉűƦê/

⎫
⎪⎪⎪⎬

⎪⎪⎪⎭

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

r2,1 = /ŐĻƯǇ/,
r2,2 = /Ú±ƦǇ/,
r2,3 = /Ú±ƦǇ/±êê/,
r2,4 = /±ÚÚűǝťǇ/,
r2,5 = /±ÚÚűǝťǇ/ƈ±ƯƯɉűƦê/

⎫
⎪⎪⎪⎬

⎪⎪⎪⎭

r1,5

r1,5 = /±ÚÚűǝťǇ/ƈ±ƯƯɉűƦê/

�
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P1,5 =

⎧
⎨

⎩

⟨p1,5,1 = Ļê v1,5,1 = żǙ⟩,
⟨p1,5,2 = űŐêƈɉ v1,5,2 = żĠŝǎ⟩,
⟨p1,5,3 = ťøɉƈɉ v1,5,3 = żǎǎƸ⟩

⎫
⎬

⎭ .

I Q =
{q1, q2, . . .}



q ∈ Q ⟨ai, ri,j , Pq⟩ Pq

Pq ⊆ Pi,j

A R P
pi,j,k

ai ri,j

c(.) =
〈
m(1),m2, . . . ,m(u), . . . ,m(U)

〉

ai ri,j Ci,j
pi,j,k ∈ Pi,j

ai
Cai =

⋃
j Ci,j

^LIHUVTHS` pi,j,k

ci,j,k = ⟨m( ),m( ),m( ),m( ),m( )⟩.
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S R
R = {r1, r2, . . . , r10} S = ⟨r3, r1, r2, r10, r2⟩
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Qa1

Qa2

...
QaI

Training

Training

Training

Ca1

Ca2

CaI

Clustering Querying c (well-trained)

c0 (undetrained)

CI C
3rd phase (online)

2nd phase (o✏ine)

1st phase (o✏ine)

1

C
CI C

C =
⋃

ai
Cai

Cai

⋃
i ai

CI =
⋃

ai
CI
ai

C CI
ai



ai

f :
{
CI
}
× Cai )→ C

c′

Cai C
f (CI , c′) =

c ∈ C c
c′

CI C
f CI Cai C



κ(u)

κ

κ =
u∈U

κ(u) .

z(u)



z( ) = τ =
1

2
+

nc − nd

4n (n− 1)
,

nc nd

n

zm( ) τ

σ u
v

z({ }) =

{
1− σ

v−u v − u > 0

1
.

σ
u v

z( ) =

{
1− σ

v−u v − u > 0

1
.



⟨S,O,MS×S, P (S,O) , P (S)⟩
S O MS×S

P (S,O)
P (S)

z( ) = 1− 1

|S| |O|

|S|∑

i=1

|O|∑

j=1

P (si, oj) .

ai
Cai

C
{Ca1 , Ca2 , . . . , Can}

⋃
i ai C

C

•

•



ci cj

d (ci, cj) =
1

|ci
⋂
cj |

∑

m(u)
i ,m(u)

j ∈ci
⋂

cj

δu
(
m(u)

i ,m(u)
j

)
,

δu : Mu ×Mu )→ [0, 1]
u ∈ U = { , , , , }

m( )

m( )
i m( )

j

δ
(
m( )

i ,m( )
j

)
= 1−

∣∣∣m( )
i

⋂
m( )

j

∣∣∣
∣∣∣m( )

i

⋃
m( )

j

∣∣∣
.

m( ) µ

σ m( )
i

m( )
j

δ
(
m( )

i ,m( )
j

)
=

∥∥∥σ2
i

µ2
i
− σ2

j

µ2
j

∥∥∥
σ2
i

µ2
i
+

σ2
j

µ2
j

.

δ



m( )

n
m( )

i m( )
j

δ
(
m( )

i ,m( )
j

)
=

n∑

l=0

∥bi (l)− bj (l)∥
k=i,j bk (l)

,

bi (k) k m( )
i

m( )

⟨S,O,MS×S, P (S,O) , P (S)⟩

ø

m( )
i m( )

j

δ
(
m( )

i ,m( )
j

)
= 1− |Oi

⋂
Oj |

|Oi
⋃
Oj |

.
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CI

κ ≪ κ
ai CI

C
C f ′ : CI )→ C



κ = 1

κ = 2

κ = 4

κ = 8

κ = 16

κ = 32

κ = 64

Q
(p

)

Q κ

CI C

c′ CI

C
CI

CI

Q(p) = {q(p)1 , q(p)2 , . . .}
p

κ
CI

κ

κ

κ

CI

κ κ ≪ κ



κ

κ C

κ
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CI CI
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CI

C κ → κ
C κ

CI C f
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CI
κ κ
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⋃

i h
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i CI H =

⋃
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C ρ :
{
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}
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=
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∑

i

g
(
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)
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ρ
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C
CI C

c′

ai f :
{
CI
}
× Cai )→ C

c′ HI CI

CI

c′

HI cI

f ′ (cI
)
= c c′

ai

ǀ±ÚÚűǝťǇǀƈ±ƯƯɉűƦê
ǀ±ÚÚűǝťǇǀƈ±ƯƯɉűƦê 0.02

{Ļê, űŐêƈɉ, ťøɉƈɉ}

C CI
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{Ļê, űŐêƈɉ, ťøɉƈɉ}
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notes: {1/29/07 - email, 10/26/06 thru, spoke}

notes: {1/29/07 - email, 10/26/06 thru, spoke} 

notes: {1/29/07 - email, 10/26/06 thru, spoke} 

notes: {1/29/07 - email, 10/26/06 thru, spoke}

type: {health care, wholesale}

notes: {1/29/07 - email, 10/26/06 thru, spoke}

name: {Foo LLC, Bar Inc.}

type: {General Auto, Painters, unknown}

κ = 64

stdate: {01/01/1900, 04/01/2007, 05/01/2007}

stdate: {01/01/1900, 04/01/2007, 05/01/2007}

ref: {01/29/2007, 01/30/2007, 01/31/2007}

stdate: {02/19/2004, 09/15/2005, 12/07/2005}

stdate: {01/01/1900, 05/08/2006}

stdate: {01/31/2006, 11/01/2006}

stdate: {01/30/2007, 02/10/2007}

indate: {01/29/2007, 12/29/2006}

exp: {01/01/2008, 05/22/2007}

exp: {02/09/2007, 09/30/2006}

exp: {02/01/2007, 08/01/2006, 09/01/2006}

date: {1/29/07, 12/31/2006}

date: {1/29/07, 12/31/2006}

note: {10-5, no ans, called and emailed, no client resp}

note: {10-5, no ans, called and emailed, no client resp}

κstable ≃ 103

city: {OUR CITY, OTHER CITY, San Diego}

stat: {GA}

code: {OD}

w: {Ineligible, Old}

cd: {XX}

type: {Payment, Sales}

code: {OD}

w: {Eligible, New}

w: {Ineligible, New}

stat: {CA, TX}

stat: {CA, TX}

addr: {15 ROOF AVE, 373 W SMITH, 49 N Ave}

κ = 8

thepage: {TKGGeneral, TKGGeneral, KZDA.pdf} 

updateTask: {TKGGeneral, KZDA.pdf, Chan.cfm?taskna} 

code: {CK-1006, NES}

thepage: {TKGGeneral, TKGGeneral, KZDA.pdf}

code: {CK-1006, NES} 

thepage: {TKGGeneral, TKGGeneral, KZDA.pdf}

accode: {r94, xzy}

code: {CK-1006, NZS}

code: {CK-1006, NZS}

code: {02-286, BE2}

thepage: {TKGGeneral, TKGGeneral, KZDA.pdf}
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ǀÎŐűĥ ǀēĻŐøƯ
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XI = (|I|(w1)), . . . , (|I|(wk))

XF = (|F |(w1)), . . . , (|F |(wk)).
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ǇøɎǇǀĴǇŝŐ
Li Fi

Ii
li,j ∈ Li fi,j ∈ Fi

qi ri respi respi
li,j fi,j

ri+1

Li+1 Fi+1

r
r

( ) := Lr ∪ Fr =

= {l1, l2, . . . , lN} ∪
{f1, f2, . . . , fM}.

• l(·) := resp.±(·).ĴƦøē

• f(·) := resp.ēűƦŝ(·).±ÚǇĻűť



• resp. ƈŐ±ĻťǀǇøɎǇ resp

• resp.ŕøŐøŝøťǇĮ(·).ŕ±ǇǇƦĻÎǝǇøĮ

• ŕ±ǇǇƦĻÎǝǇøĮ ŕøŐøŝøťǇĮ(·)

ri
Li Fi

ri+1 li,j fi,j

ri = /±ÚÚűǝťǇ
respi
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tn = t0 + τn

th = t0+ τh tn
th tn < th th − tn ≤ Tnear

|th − tn| = 2.451 Tnear = 2.450
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±ǇǇ±Úō ÎøŐĻøē

(a) = |a.score− Tanomaly| ∈ [0, 1]

a.score ∈ [0, 1]∧Tanomaly ∈ [0, 1] ⇒ (a) ∈
[0, 1]

(B)
B

(a) a

lin(a) = (1− FPR︸ ︷︷ ︸) (a)

exp(a) = (1− FPR) (a)eFPR
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∀a, a′ ∈ Ai : a ≺ a′ ⇒ a.start ts < a′.start ts.
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[0, 1] f : A × O )→ [0, 1]

DRi = (Ai, Ô) FPRi =
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ĴǇǇƈçǀǀĥűűĥŐøÎŐűĥƒÎŐűĥƯƈűǇƒÚűŝǀǙɘɘĀǀ
ɘƸǀɉøĺōťøɉĺɉøÎĺɉ±ƯĺÎĻĥƒĴǇŝŐ

http://googleblog.blogspot.com/2008/07/we-knew-web-was-big.html
http://googleblog.blogspot.com/2008/07/we-knew-web-was-big.html
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